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Preface

This volume constitutes the proceedings of the 16th International Conference on
Theorem Proving in Higher Order Logics (TPHOLs 2003) held September 8-12,
2003 in Rome, Italy. TPHOLSs covers all aspects of theorem proving in higher
order logics as well as related topics in theorem proving and verification.

TPHOLs 2003 was co-located with TABLEAUX, the International Confe-
rence on Automated Reasoning with Analytic Tableaux and Related Methods,
and with Calculemus, the Symposium on the Integration of Symbolic Computa-
tion and Mechanized Reasoning.

There were 50 papers submitted to TPHOLs in the full research category,
each of which was refereed by at least 3 reviewers, selected by the program com-
mittee. Of these submissions, 21 were accepted for presentation at the conference
and publication in this volume. In keeping with tradition, TPHOLs 2003 also
offered a venue for the presentation of work in progress, where researchers in-
vite discussion by means of a brief preliminary talk and then discuss their work
at a poster session. A supplementary proceedings containing associated papers
for work in progress was published by the computer science department at the
Universitédt Freiburg.

The organizers are grateful to Jean-Raymond Abrial, Patrick Lincoln, and
Dale Miller for agreeing to give invited talks at TPHOLs 2003.

The TPHOLs conference traditionally changes continent each year in order
to maximize the chances that researchers from around the world can attend.
Starting in 1993, the proceedings of TPHOLs and its predecessor workshops
have been published in the Springer-Verlag Lecture Notes in Computer Science
series:

1993 (Canada) 780 1998 (Australia) 1479
1994 (Malta) 859 1999 (France) 1690
1995 (USA) 971 2000 (USA) 1869
1996 (Finland) 1125 2001 (UK) 2152
1997 (USA) 1275 2002 (USA) 2410

We would like to thank members of both the Freiburg and Ziirich groups
for their help in organizing the program. In particular, Achim Brucker, Barbara
Geiser, and Paul Hankes Drielsma. We would also like to express our thanks to
Marta Cialdea Mayer and her team for coordinating the local arrangements in
Rome.

Finally, we thank our sponsors: Intel, ITT, ETH Ziirich, and the Universitat
Freiburg. We also gratefully acknowledge the use of computing equipment from
Universitd Roma III.

May 2003 David Basin, Burkhart Wolff
TPHOLs 2003 Program Chairs
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Click’n Prove: Interactive Proofs within Set Theory

Jean-Raymond Abrial' and Dominique Cansell?*

L Consultant Marseille France
jr@abrial.org
2 LORIA, INRIA Lorraine France
Dominique.Cansell@loria.fr

Abstract. In this article, we first briefly present a proof assistant called the Pred-
icate Prover, which essentially offers two functionalities: (1) an automatic semi-
decision procedure for First Order Predicate Calculus, and (2) a systematic trans-
lation of statements written within Set Theory into equivalent ones in First Order
Predicate Calculus. We then show that the automatic usage of this proof assistant
is limited by several factors. We finally present (and this is the main part of this
article) the principles that we have used in the construction of a proactive inter-
face aiming at circumventing these limitations. Such principles are based on our
practical experience in doing many interactive proofs (within Set Theory).

1 Introduction

We believe that the modeling of software systems and more generally that of complex
systems is an important phase in their rigorous development. This is certainly very com-
mon in other engineering disciplines, where models are sometimes called blueprints.
We also believe that the writing of such models can only be done by stepwise refine-
ments. In other words, a model is built by successive enrichment of an original simple
“sketch” and then by some careful transformations into more concrete representations.
As an analogy, the first sketchy blueprint of an architect is gradually zoomed in order to
eventually represent all the fine details of the intended building and then some decisions
are made concerning the way it can be constructed, thus obtaining the final complete
set of blueprints. We believe that the usage of some formal language is indispensable
in such a modeling activity. It gives you the necessary framework within which such
models can be built. This is, in a sense, equivalent to the formal conventions to be used
in the drawings of blueprints.

We also strongly believe that using such an approach without validating the formal
texts which constitute the initial model and its successive refinements, is an error because
the texts in question can then just be “read” (which is already difficult and rather boring)
without any possibilities for reasoning about them. In fact, as the validation of such
models cannot be done by testing (since there is no “execution” for a model: the blueprint
of a car cannot be driven!) the only (and far more serious) possibility is to validate them
by proving them.

Of course there exist many “formal” methods on the market which are not using
either refinement nor any kind of proving system for validation. These are said to be

* Partly supported by PRST IL/QSL/ADHOC project.

D. Basin and B. Wolff (Eds.): TPHOLs 2003, LNCS 2758, pp. 1-24] 2003.
(© Springer-Verlag Berlin Heidelberg 2003



2 J.-R. Abrial and D. Cansell

already sufficient to help the designers. It is our opinion however that it is not sufficient
nowadays, in the same way as it is not sufficient to draw a bridge and just observe the
drawing in question to be persuaded that it will be strong enough.

The construction of formal proofs has certainly not yet entered the collection of
standard techniques used by (software) engineers, although some of them have already
used such techniques with great success, showing that it is quite feasible. One of the
reasons, which is argued against the generalization of such techniques, is that it is too
difficult to master (as an aside, we believe that what is really difficult to master is the
technique of modeling rather than that of proving). In case where the proving system at
hand performs an automatic proof, this is not a problem of course, but this is clearly not
always the case. What seems difficult to master is then the technique of performing a
proof interactively with the computer. To a certain extent, we agree with that opinion.
But we believe that, besides a possible intrinsic (but rare) mathematical difficulty, it is
most of the time difficult essentially because the interfaces that are usually proposed
to users are not adequate. This is the point where we arrive in this introduction at the
purpose of this paper: its aim is to report on an experiment in building such an interface
for a proving system which is possibly, but not exclusively, used in industry.

Being familiar with the B Method [2]] and its industrial tool called Atelier B [6], our
project consisted of completely reshaping the external aspect of this tool in order to give
it a more adequate user interface (we are aware however that the adequacy in question
is certainly very subjective). We have chosen to develop this interface under Emacs for
various obvious reasons, which we are not going to develop here.

Among other things, Atelier B is essentially made of two tools: the Proof Obligation
Generator and the Prover. The former is able to analyze a formal text and to extract from
it a number of mathematical statements expressing what is to be proved in order to make
sure that the text in question is “correct”. Once this is done, these lemmas are passed to
the Prover, which first scans them and tries to prove them automatically as much as it
can. But there always remains a number of lemmas that cannot be proven automatically
(some of them of course because it is not possible to prove them at all, hence detecting
a bug in the corresponding model). This is where interactive proofs may enter into the
scene.

The prover of Atelier B is made of two independent pieces: the first one is called
p (for “prover of Atelier B”), whereas the second one is called pp (for “predicate
prover”). The prover pb works directly at the level of Set Theory (the mathematical
language used in the B Method), it is essentially made of a large number of inference
rules able to discharge a large number of “simple” mathematical statements. These rules
have been constructed in a rather experimental way. Historically, pb was the only prover
of Atelier B. The prover pp had been developed as an independent project in order
to validate the many rules of the other, and it was only later fully incorporated within
Atelier B. The prover pp is more elaborate than pb, it is based on a firmer theoretical
background: it is essentially a prover for First Order Predicate Calculus with Equality

! We shall only briefly mention pb in this paper, but we must say that most of the features
described in section 4 have been borrowed from those existing already in pb. So that we have
often just make them easy to use.
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(and some Arithmetic) together with a Translator from Set Theory to First Order Predicate
Calculus.

The organization of this paper is as follows. In section 2, we briefly describe the
various parts of pp. In section 3 we explain why pp may fail to automatically prove
some statements and hence requires the presence of an interactive interface. In section
4 (which is quite large) we describe this interface in a progressive way. In section 5 we
open a general discussion about the principles we have used in the development of this
interface and we also perform a short comparison with other proof assistants. In section
6 we conclude the paper.

2 Set-Theoretic Proofs with the Predicate Prover

2.1 Some Underlying Principles behind the Construction of pp

In this section, we present some ideas and concepts that have driven us in the construction
of the Predicate Prover.

To begin with, pp has been developed incrementally on the basis of a hierarchy of
provers. Although important, this strategy is, after all, nothing else but a good design
practice.

The most important idea, we think, behind the construction of pp, lies in the fact that
it has been designed around a fixed wired-in logical system, which is the most classical
of all, namely First-Order Predicate Calculus with Equality (used as the internal engine),
and Set Theory (used as the external vehicle). The prover pp also contains some treatment
of Arithmetic, which we shall not mention further here.

In no way is pp constructed from a meta-prover able to be parameterized by a
variety of distinct logics. This contrasts with what can be seen in academic circles
where extremely powerful general purpose Proof Systems are usually offered: HOL [8]],
Isabelle [12], PVS [11]], Coq [5], etc. Our approach is quite different. It is rather similar
to that used in the development of some industrial programs handling symbolic data. For
instance, a good C compiler is not a meta-compiler specialized to C; likewise, a good
chess-playing program is not a general purpose game-playing program specialized by
the rules and strategies of the game of chess.

In our case, we have internalized classical logic because it is clearly that logic which
is used to handle the usually simple lemmas which validate software and more generally
system developments. This is not to say, however, that classical logic is the logic of
software and system development. Our view is that the logic of software development
is whatever logic one wants (Hoare-logic, wp-logic, temporal logic, etc). Such logics,
we think, are not the ones concerned by the “how-to-prove”, they are the ones used to
generate the “what-to-prove”.

We think that it is important to completely separate these two functions in two
distinct tools: again, this is what is done in Atelier B where you have the, so-called,
Proof Obligation Generator based on a weakest pre-condition analysis of formal texts
and which delivers the statements to be proved (it tells you the “what-to-prove”), and,
as a distinct tool, the Prover which is supposed to discharge the previous statements
(it tells you thus the “how-to-prove”). Our view is that, whatever the logic of system
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development you decide to use, it will generate some final lemmas that are, inevitably,
to be proved within classical logic.

Moreover, we do not think at all that the usage of Set Theory restricts you to the
expression of elementary mathematical facts only: it is quite possible to encode within
Set Theory mathematical statements that are clearly belonging to what is called higher
order logic [[I[] (another example is given in Appendix 2). A mathematical analogy which
can be used at this point, is the well known fact that some non-Euclidean geometry can
be “encoded” (on a sphere) within the Euclidean one.

2.2 A Propositional Calculus Decision Procedure

The prover pp essentially first contains a decision procedure for Propositional Calculus.
This procedure is very close to what is elsewhere proposed under the technical name of
Semantic Tableaux [7].

More precisely, the proof procedure consists of applying a number of simple rules
(not detailed here), which gradually transform an original sequent with no hypotheses
into one or several sequents with hypotheses made of literals only (that is, either simple
propositions containing no logical connectives or the negation of such simple proposi-
tions). Such sequents are discharged as soon as their collection of hypotheses contains
a certain atomic proposition together with its negation (such literals are boxed in the
example that follows). Next is an example proof of a propositional statement with this
procedure:

F (AV B) = (AV (BVC))

' N
F A= (Av(BV(Q)) F B=(AV(BVC(C))
A+ AV (BVC) B + AV (BVC)
A F A= (BVQO) B + -A=(BVC)

[a][-4] + BvC B,-A F BVC

B,-A + -B=C

2.3 A Semi-Decision Procedure for First-Order Predicate Calculus

The just presented simplified form of pp has then been extended to handle First-Order
Predicate Calculus statements. Within this new framework, the prover again starts with
a sequent with no hypotheses. It then loops through two distinct phases:

1. Phase 1: The prover first proceeds by applying some rules as above with the only
difference that the collection of hypotheses associated with a sequent in formation
not only contains some atomic propositions as before, but also some universally
quantified predicates that are normalized in a certain systematic fashion. The prover
thus gradually transforms the original sequent until the right-hand part of the remain-
ing sequent is reduced to F (for FALSE) unless, of course, it has been discharged
in the meantime by discovering two contradicting literals. If the contradiction is not
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reached trivially, one has then to prove that the simple hypotheses (the literals) are
contradictory with the universally quantified ones: this is the purpose of the second
phase.

2. Phase 2: This search for contradiction is attempted by means of some instantiations
of the universally quantified hypotheses. Some “interesting” instantiations are dis-
covered in a systematic fashion by means of the atomic hypotheses. This technique
is a special case of the, so-called, ““set of support” technique of Otter [10], where the
set in question is represented by the atomic hypotheses. The conjunct of the retained
instantiations is then moved into the right-hand part of the sequent, where it implies
F, thus forming a new sequent. At this point, the second phase is completed, and the
prover proceeds again with the first phase, and so on.

Here is a little example of using this “ping-pong” technique to prove a simple statement:
F Vo (3By: Rey) =V2: Ryp) =V (2,y) - (Ray = Rys)
Phase 1
V(2,y,2) - 7 (Roy A= Rz ), Roy, "Rys + F
Phase 2
V(2,9,2) - = (Roy A= Ruz ) Ruys = Ryw b = (Ruy A~ Ryy) = F

Phase 1

V(@,9,2) - = (Roy A= Rex ), [Ruy | = Ryws [2Ray|FF ¥ (2,9,2) - = (Ray A= R ), Ry, [~ Rya | [Rua | F

In the example above the effect of Phase 2 is to instantiate x, y, and z in the universal
hypothesis V (z,y, z) - = (Ryy A 7 R, ) with z, y, and y respectively. This leads to
= (Rgy A— Ryy), which is moved to the right hand side of I in order to resume Phase 1.

2.4 The Translation of Set-Theoretic Statements

The next part of pp is the Set Translator. It is built very much in accordance with the
spirit of the set-theoretic construction presented in the B-Book [2]], where Set Theory
just appears as an extension of First-Order Logic. The goal of this extension essentially
consists of formalizing the abstract concept of set membership.

Statements involving the membership operator are reduced as much as possible by
the translator by means of a number of rewriting rules. It results in predicate calculus
statements, where complex set memberships have disappeared, the remaining set mem-
bership operators being left uninterpreted. For instance, a set-theoretic predicate such as
s € P(t) is transformed into Va - (z € s = x € t). The translator then just performs the
translation of the various instances of set membership. They correspond to the classical
set operators (U, N, etc), to the generalization of such operators, to the binary relation
operators, to the functional operators (including functional abstraction and functional
application), and so on. Next is such a set-theoretic statement expressing that intersection
distributes over the inverse image of a partial function:

fesvtNaCtAbCt = ftanbd = fanf1
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Here is the translation of this statement. It is easily discharged by pp using the procedure
described in the previous section:

V(z,y) - ((z,y)ef = xzeshyet) A

V(ey2) - (o) €A ES = y=2) A

Ve - (x€a = ze€t) A

Ve -(zeb = zet)

=

Ve - (Jy-(z€anzebA(z,y)ef) = Ty - (y€an(z,y) e f)ANTy - (yebA(z,y) € f))A
Ve - (Jy - (yean(z,y) e f)ANTy - (yebA(z,y)ef) = Ty - (z€anzebA(z,y) € f))

As can be seen, membership predicates such as (z,y) € f,x € s,y € t, etc, no
longer play a role in this statement. They could have been replaced by F, , S5, 15, etc.

3 Deficiencies of the Automatic Mode of the Predicate Prover

Although pp is able to automatically prove some non trivial statements (see Appendix
1), it is nevertheless limited in various ways. The purpose of this short section is to
analyze such deficiencies. We can detect four kinds of deficiencies.

The first limitation of pp is certainly its sensitivity to useless hypotheses. In other
words, pp may easily prove a certain mathematical statement, and fail (or take a very
long time) to prove the same statement once prefixed with a large collection of useless
hypotheses. The prover pp is certainly not the only prover to suffer from such a “dis-
ease”. Note that this problem of useless hypotheses seems rather strange since, clearly,
a mathematician never tries to prove a statement containing such hypotheses, his un-
derstanding of the problem usually telling him the relevant assumptions. But in formal
developments, as we have mentioned above, the statements to prove are not determined
by a human being (this is prone to many errors), they are rather automatically generated
by some tools. And in this case it is quite frequent to have a large number of irrelevant
hypotheses.

A second limitation is due to the fact that pp is not good (so far) at abstracting
the statements to prove. A mathematician can almost immediately detect that a certain
statement to prove is in fact a special case of a simpler one, which could have been
obtained by replacing some common sub-expressions by various dummy variables. And,
again, the mathematician can do so because he has a good understanding of the problem
at hand. As above, pp can take quite a long time to prove a statement that it could have
proved easily once abstracted.

A third factor to take into account is the fact that pp is not always very good at
managing equalities. In other words, it sometimes fails to take advantage of the fact that
two (set-)expressions are equal or two predicates are equivalent.

The fourth factor is not so much a limitation of pp itself but rather one due to the fact
that it is automatic . It is the recognition that certain statements to prove require some
non-trivial creative strategies. Examples of such creative strategies are the following:

— Attempt to prove a lemma which, once proved, will become a new hypothesis,

— Perform a proof by cases,

— Decide for a proof by contradiction,

— Attempt to prove the negation of a certain hypothesis (another form of contradiction),
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Propose a witness for an existential statement to prove,

Similarly propose a specific instantiation for a universally quantified hypothesis,
Decide for a proof by induction,

- etc.

As aresult, it seems advisable to construct a layer, with which a person can intervene
in a proof by preparing the work to be given to pp. This is the purpose of next section.

4 The “Click’n Prove” Proactive Interface

4.1 Enlarging the Usage of pp within an Interactive Proof Assistant
Our proof assistant deals with the proofs of sequents of the following form:
hypotheses +  conclusion

where hypotheses denotes a possibly empty list of predicates and where conclusion
denotes a predicate which is not conjunctive and usually implicative. Conducting a proof
within this framework leads to the application of some pre-defined inference rules able
to transform such a sequent into zero, one or more successor sequents. Once such a rule
is applied to it, a sequent is said to be discharged and the successor sequents (if any) have
then to be discharged themselves. At this point, the procedure resumes by independently
applying some inference rules on each of the remaining sequents, and so on. When
a successor-less inference rule is applied on the last remaining non-discharged sequent
then we are done. Note that at some point in this procedure, we may have a sequent which
pp or pb could successfully discharge. In this case, pp or pb could then be considered

as “special” and powerful inference rules with no successor sequent.
The trace of such a procedure, which records the various states of a

1 proof (that is, the sequents to be considered at each step), constitutes

S1 what is commonly known as a proof tree. A node in such a tree is a

rl sequent and the relationship between a node and its set of “offspring
NAURN nodes” denotes the inference rule which has been applied to this

S2 S3 S4| node. In the following diagram, you can see part of such a proof tree
1 1 | | withanode S1 together with his three “offspring nodes” 52, .53, and

S4. Rule r1 has been applied to S1 and produced 52, S3, and S4.
An automatic proof is one where the proof tree is constructed entirely automatically
from an initial sequent and a set of pre-defined inference rules. In this case the prover is
able to choose a correct inference rule at each step of the proof.
An interactive proof is one where the prover just correctly applies

the rule, which a user tells it to apply at each step. During the {

proof process, the proof tree may contain some leafs that are “fi- S1

nal” because a successor-less inference rule has been applied to rl
them, and several other leafs which are “pending” because some N
inference rules have yet to be discovered for each of them. In this | 52 5S4
figure, we have a situation where leaf S2 is “final” because the | r2 7 ?

successor-less rule r2 has been applied to it, whereas leafs 53 and
S4 are still “pending”.
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In this situation, the user has the choice to concentrate either on node S3 or on node S4
in order to discover which inference rule to apply in each case. In the figure, we have
“boxed” node S3 in order to indicate that the user is now interested in discovering an
inference rule for that node.

The proof tree thus appears to be the “object” with which the user has to play during
the proof. Unfortunately, such an object is not at all tractable because it is far too big.
The sequents forming the nodes may contain many large hypotheses and the conclusion
may be quite large too. Finally the tree itself can be quite deep. In other words, the full
tree does not fit any physical screen (and even the user brain).

In order to help solve this problem we have no choice but to simplify the proof tree.
This can be done in various ways. First, we may not record the full sequent in each
node, only some “significant part” of it. In the figures below we show only simplified
sequents@, namely G1, G2, G3, and G4 corresponding respectively to the full sequents
S1, 52, 53, and S4. This simplified tree is stored in one window: let us call it the Tree
Window. We also introduce a second window containing the “boxed” full sequent we are
interested in at a given moment: this is the Sequent Window. In this window, beside the
sequent, we may have various buttons (here buttons [r1] [r2] [pp]) that are able, when
pressed, to activate the corresponding inference rule on the sequent which is currently
there. These two windows can be pictured as indicated. We have also shown the dynamics
of the proof. You can see how both windows evolves when the user successively presses
[r1], [r2] (not shown in the figures) and [pp].

What we have presented so far is clearly very sketchy. In fact, these two windows
are certainly not organized as indicated: what we have shown are just abstractions of
the real windows at work in the real interface. The role of this quick overview was just
to set up the scene. It remains now for us to develop the way each of the two windows
is organized and how both of them are able to work in cooperation. In sections 4.2 to
4.10 we first study the Sequent Window, and in sections 4.11 to 4.13 we study the Tree
Window. Notice that in section 5, we shall present some general principles on which we
have based our construction of the interface presented in section 4.

3 \:
H1 H2 G1
77777777 ? — - - — = rl
c1 2] 2 VAR
———————————————— G3 G4
[r1] [r2] [pp] [r1] [r2] [pp] [
Sequent Window (S1)  Tree Window Sequent Window (S2) Tree Window
H1l + C1 H2 + C2

% The exact nature of the simplified sequents with respect to the full ones will be described in
section 4.11.
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4 1
H3 G1 H4 G1
77777777 rl _— rl
c3 /4N | PPl c1 N
———————— 263 aa| 7 |--—————|| G2 G3
[r1] [r2] [pp] 2 7 7 [r1] [r2] [pp] 2 pp 7
Sequent Window (S3)  Tree Window Sequent Window (S4) Tree Window
H3 + C3 H4 + C4

4.2 Managing the Hypotheses of the Sequent Window: [sh] [sg] [sl] [ds] [dl]

The most natural organization for the Sequent Window would be to split it up in two
parts as shown in the previous section: one part for the hypotheses and another one
for the conclusion. But the fact that there are many hypotheses forces us to structure
the sequent in a richer fashion as follows, where goal is a non-conjunctive and non-
implicative predicate and where the other “fields” are possibly empty conjunctive lists
of predicates:

hidden ; searched ; cached +  selected = goal
—_————

hypotheses conclusion

Next are the informal “window” properties of these various kinds of hypotheses:
hidden Not visible on the window
searched  Visible after some search in hidden
cached Visible but not part of the conclusion any more [SH]
selected Visible and part of the conclusion

searched

The layout of the window, with which the user can interact with
the prover, reflects the structure of the sequent. It is thus divided
into various areas where each hypothesis is written on a separate
line. This layout evolves as the proof proceeds since each area can
contain a variable number of hypotheses including no hypotheses

at all, in which case the area simply does not exist.
This is the reason why each area is indicated on the window with a specific label as shown

in the figure. The first three labels (those surrounded by square brackets) are “buttons”
which, when pressed, make the hypotheses of the area being temporarily hidden until
one presses the button again. Other buttons (not shown here) allows one to show more

(or less) hypotheses in each area.
The idea behind this splitting of the hypotheses into

. . hidden disk
various areas has been borrowed from the notion of hi-
. L . searched core
erarchy of memories which is usual in computer sys-
. . cached cache
tems. We may roughly consider the following analogy .
. . selected register
between our areas and various memory media.

A number of commands, namely [sh], [sg], [Sl], [dS], and [dI], allows one to move an
hypothesis from one area to another. A button dedicated to the relevant command is thus
placed on each line in front of the corresponding hypothesis as shown in the figure. The
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window is thus divided horizontally in a “button area” on the left, and an hypotheses (or
goal) area on the right.

Here are the various functions of these commands:
sl searched hyp.

sl sh,sg | searching ds| deselecting
—————————— sl selecting dl | deleting

dl sl . Next is the way each command may move an hypothesis
__________ from one area to another.

ds hidden sh searched
__________ searched sg searched
searched sl selected
goal
__________ selected ds cached
sh s cached sl selected
& _ cached dl hidden

The button [sh] requires a search pattern, which is (in first approximation) a character
string on which the search is performed. It must be entered before pressing the button.
This pattern is either defined by pointing with the mouse to a piece of text anywhere on the
window, or by writing it in the editing area (shown in black on the figure). After pressing
the button, searched (if existing) is first cleared, and then all hypotheses containing an
occurrence of the given pattern are moved from hidden to searched. The button [Sg]
allows one to search further within the searched area itself.

4.3 Launching pp and pb: [p0] [p1] [pb] [it] (Appendix 3 contains a list of all
commands)

A proof is started in the following situation where the searched and cached areas are
empty:

hidden F selected = goal

N—

sl searched conclusion
- T T Note that pp never uses the hidden hypotheses nor
di sl cached the searched and cached ones, it only works with
T the conclusion (but it might be launched even if the
ds selected searched and cached areas are present). If, in this ini-
- - - ——== tial situation, we feel that pp has enough hypotheses

goal (in selected), we may launch it by pressing the button

[pO] shown at the bottom of the window. The prover pp
sh sg I | may succeed, in which case we are done, but it may also

fail because it needs more hypotheses. In this case, we

search for some hypotheses in hidden and select those

which seems to be most relevant.

This is done by first using the button [sh] together with a certain pattern as explained

above: the corresponding hypotheses then appear in the searched area. We then use
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some buttons [sl] of searched to move certain hypotheses to selected and we press [p0]
again.

On the contrary, pp may fail because it has too many hypotheses. In this case, we
may “De-select” some of them by pressing the buttons [dS] situated in front of them in
the selected area. Note that in case we remove an hypothesis by mistake, it is easy to
select it again as it is still in the cached area.

Another common situation is one where the number of needed hypotheses is quite
large. In this case, we may follow another technique: rather than searching and selecting
some hypotheses, we directly launch pp with the button [p1]. This has the effect of
automatically enlarging the selected area (but for this session of pp only) with those hy-
potheses having some identifier in common with the identifiers occurring in the selected
and goal areas. This is clearly a very straightforward technique, but it may quite often
have very spectacular effects. The drawback of this technique is of course that it may
select useless hypotheses, and pp may then be slowed down (a powerful machine is a
good help here!).

In all these cases, instead of launching pp, we may do so with pb by pressing the
corresponding button. Notice that pp, as well as pb, are not decision procedures. As a
consequence, they may sometimes run for ever. In order to circumvent this “difficulty”,
they are automatically stopped after a certain pre-defined time. But they can also be
stopped manually by pressing the button [it] (for “interruption”) situated in the bottom
part of the window. During a run of pp or pb, all other buttons are locked except [it],
which is highlighted in order to possibly capture the attention of the user: he is then
aware that either pp or pb are working.

4.4 Commands for Reshaping the Conclusion: [ae] [ap] [eh] [he]

As explained in section 3, pp may be helped by ab-
stracting a common sub-term 7" in the conclusion.

For this, we have a button called [ae] (for “abstract ds 71— T2

expression”). The sub-term 7' is defined by pointing
with the mouse on some piece of text in the window.

After pressing [ae], the prover automatically chooses goal
a free identifier, say e, and replaces all occurrences of | =~ =
T by e in the selected and goal areas. It also puts the | P s¢ it [ NN
predicate e = T in the cached area. A similar button, PO pl pb

[ap], is used to abstract a predicate. These permanent
buttons are put next to the goal as shown in this figure.

In order to lighten the figure we shall, from now on, only show the selected area in
the schematic Sequent Window. But the reader should be aware that the other areas may
be non-empty.

Another case where pp can be helped is by using some hypothesis of the form
T'1 = T2 and either replacing occurrences of 17’1 by 1'2 or vice-versa. This can be done
with two commands called [eh] (for “apply equality in hypothesis from left to right”)
and [he] (for “apply equality in hypothesis from right to left”) both placed next to an
hypothesis of the required form. The hypothesis in question can be in searched, cached
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or selected, but the replacement only occurs in conclusion, that is in selected and goal.
In the above figure we have shown such an hypothesis in the selected area.

4.5 General Purpose Proof Commands: [ah] [dc] [ct] [mh] [fh]

In this section, we present a number of general commands, which help organizing a
proof. The first one, called [ah] (for “add hypothesis”), is used to prove a local lemma,
which will become, once proved, a new selected hypothesis for proving the original
goal (this is also called the “cut rule”). This permanent button [ah] is situated in the
bottom part of the window. The predicate, say L, to prove is defined by pointing to it
with the mouse in the window, or alternatively by editing it in the black field. Notice
L will replace the current goal so that the collection of hypotheses remains “the same”
during its proof.

In case L has an implicative form, say U = V,
then U is automatically moved to the selected area

ds eh he T1=T2 | whereas goal becomes V.
ds P=Q Another general command is called [dc] (for “do
ds AV B case”). It requires a parameter which is a certain
- - - - predicate C'. As for the previous command, this pa-
ae  ap goal rameter can be defined by pointing to it with the
o __ mouse, or alternatively by editing it in the black
: field. Applying this command results in the suc-
;2 ;% FI;L — cessi\ze pro;fs of goal with feither C or = C as ex-
tra selected hypotheses. As for the previous button,

this permanent button is situated in the bottom part
of the window.

Our next command, called [ct] (for “proof by contradiction”), allows one to assume the
negation of goal as an extra selected hypothesis, goal itself being replaced by FALSE.
This permanent button is situated near goal as shown.

We now have two more general commands related to hypotheses with certain forms.
When an hypothesis has the form P = @, the command [mh] (for “modus ponens on
hypothesis™) is proposed. After pressing that button, the goal is replaced by P. When
P is proved then the new hypothesis @ is selected and the original goal is put back in
place.

When an hypothesis has the form A Vv B, another kind of [dc] command (for “do case”)
is proposed. Pressing that button results in goal being successively proved under the
extra selected hypothesis A and then B. As you can see in the figure, these buttons are
dynamically constructed next to corresponding hypotheses.

A last general command is associated with all hypotheses. It is called [fh] (for “false
hypothesis”). When pressing that button on an hypothesis H, the goal is simply replaced
by —H. In case of success, this reveals a contradiction in the collection of hypotheses.

4.6 Commands for Instantiating Quantified Hypotheses or Goals: [ph] [se]

Another case where the user can help pp is one where he may propose some “inter-
esting” instantiations to be performed on a universally quantified hypothesis. A button
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[ph] (for “particularize universal hypothesis™) is situated next to an hypothesis with the
corresponding form. Note that a small editing field is provided close to the quantified
variable definition. Suppose we have an hypothesis of the form Vz - (R, = S.). When
pressing the button after filling the field with an expression E, then the lemma R is
proposed (it replaces the current goal with the same hypotheses). Once Rp is proved,
the original goal is put back in place together with the new hypothesis Sg.

When the universal hypothesis contains sev-
eral quantified variables, a little editing field

ds fh eh he T1=T2 is provided next to each variable. By filling
ds fh mh P=Q some of these fields with a “x”, this com-
ds fh dc AV B mand results in a partial instantiation of the
ds fh Ve [ll - (R: = S:)| hypothesis. Inother words, the resulting new

e hypothesis is still universally quantified un-
aeap ct 335- ATy NU,) der the “starred variables”, whereas the other
- - - - - variables are instantiated within the predi-
sh sg it [ cate.
p0 pl pb A similar button, called [se] (for “suggest a
ah dc witness for an existential goal”), is provided
in the goal field when it has an existential
form as shown in the figure. Suppose we
have a goal of the form 3z - (T, AU,,). If the proposed witness is the expression F then
the two goals T and U, are presented one after the other.

Notice that these two commands are indeed the same. For instance, we could “simu-
late” the command [Se] by means of the command [ph] as follows. It is always possible
to apply [ct] to the goal 3z - (T, A U, ), thus getting the new goal FALSE together with
the hypothesis =3z - (T, A U,,), which can be transformed into Vx - (T, = — U,) after
pressing [rn] (for “remove negation”, see next section). We can then press [ph] with the
expression E on this hypothesis. This requires to prove T'r. After this proof, we obtain
the new hypothesis — Ug, still with the Goal FALSE to be proved. This hypothesis - Ug,
can then be transformed into the goal Ug by pressing [fh] (for “false hypothesis™) !

4.7 Logical Simplification Commands: [ru] [rx] [rn] [rd]

ds fh eh he T1=1T2 Although it is not necessary for pp, it might
ds fh mh P=Q sometimes be important for the progress
ds fh dc AV B of an interactive proof to remove the quan-
ds fh ph Ve[l} - (R, = S;)| tification of a universally quantified goal or
ds fh Jx - (T, ANU,) that of an existential hypothesis. Two com-
ds fh -~ (CAD,) mands called [ru] (for “remove universal”)
- - - - ——= and [rx] (for “remove existential”) are pro-
aeap ct Vo - (Ve = W,) vided for this, as shown in the figure below.
- — - - ——= Of course, in case the quantified variable
sh sg it [ is not free in the sequent, an “alpha con-
p0 pl pb version” takes place when applying such
ah dc commands. For instance, suppose we have
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a goal of the form Va - (V, = W, ). By pressing [ru], the predicate V,, (when x is
supposed to be free in the sequent) becomes a new selected hypothesis, and the goal
becomes W,,. Suppose we have an hypothesis of the form 3z - (T, A U, ). By pressing
[rx], the predicates T, and U,, become new selected hypotheses (when z is free).

An even simpler logical simplification command is provided, it is called [rn] (for
“remove negation”). Again, this is not necessary for pp, but it can be useful in the
progress of the interactive proof. Such negation removals may occur anywhere in the
sequent (hypotheses or goal). In the figure, we have shown an hypothesis of the form
—(C A D). By pressing this button, this hypothesis will be changed to ~C' VvV — D.
Notice that in this case the button [dc] (for “do case”) will appear (see section 4.5) next
to this new hypothesis. Similar transformations will apply on all other kinds of negated
predicates: =V - (P, = Q), 3+ (Po AQz),~(AVB),~(A= B),~—P.

A final logical simplification command is provided for a disjunctive goal of the form,
say, IV J.Itis called [rd] (for “remove disjunction”). When pressing that button situated
in the goal area, the new hypothesis — I is created in the selected field, and the goal
becomes J.

4.8 Set-Theoretic Simplification Commands: [rm)] [ri] [rn]

We now propose a number of set-theoretic simplification commands. Again, they are not

indispensable for pp but sometimes convenient in an interactive proof.
The first one, called [rm] (for “remove mem-

ds fh eh he T1=T2 bership”), works on hypotheses or goals of
ds fh mh P=0Q the form E € {«|F, A G,} as shown in
ds fh dc AV B the figure. Pressing that button results in the
ds fh ph vVl - (Ro = S.) predicates Fy and Gg. They become either
ds fh rx 3w - (T AU, ) successive new goals (when [rm] is applied
ds fh ~(C A D) to the goal) or distinct new selected hy-

ds fh Ee{e|FAG,) potheses (when [rm] is applied to an hypoth-

- esis).
ds fh ScT Another button, called [ri] (for “remove in-
ds fh X £

clusion”), works on hypotheses or goals of
the form S C T as shown in the figure.
Pressing that button results in the the pred-
, icate Vo - (x € S = x € T) replacing
SB Sgl 'JL I S C T. Such a predicate could be further
pUPL P handled by buttons [ph] (section 4.6) or [ru]

ah dc .
(section 4.7).
The button [rn] (for “remove negation”) can also be used on predicates of the form

X = as shown in the figure. When pressing that button, this predicate is replaced by
Jz - © € X, which can itself be further treated by buttons [Se] (section 4.6) or [rX]
(section 4.7).

aeap ct ru Vo - (Vy=W,)

4.9 Set-Theoretic Miscellaneous Commands: [eq] [oV]

The next two commands have proved to be quite useful. The first button, called [eq]
(for “prove a set membership by an equality”) appears next to an hypothesis of the form
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E € S when the goal itself is of the form F' € S. By pressing that button, the new goal
FE = F replaces E € S. This button is then just a short-circuit: it saves attempting to
prove the lemma £ = F' with [ah] (section 4.5) and then applying [eh] on the resulting
hypothesis (section 4.4).

The second button called [ov] (for “overriding”) generates a proof by cases that
is often encountered in set-theoretic statements. This button might be defined on an
hypothesis or on the goal. It is present when a predicate P contains a sub-expression of
the following form:

(f <+g)(E)

where f and g are two partial functions and F is an expression.

The overriding operator <+ is an in-

fix operator taking (in general) two re- ds fh eh he T1=17T2

lations as arguments (here it takes two ds th mh P=Q

functions). The result of f <+g in our ds th dc AV DB

case is exactly the function g extended ds th ph Vel - (Rz = S:)

with the function f outside the domain ds fh rx - (T, ANU,)
of g. So that its application to F is ei- ds th rn - (C AD)

ther g(E) when F is in the domain of ds fh rm Eec{z|F, NGy}
g or f(E) when E is in the domain of ds fh ri SCT

f but not in that of g. The presence of ds fh rn X #
such a sub-expression somewhere in an ds fh m EeS
hypothesis or in the goal strongly sug- ds fh

gests a proof by cases, where the two - - -

cases are F' € dom(g) (in which case the aeap ct FeSs
sub-expression is replaced by g(E)) and - - - _—___

E € dom(f) — dom(g) (in which case sh sg it I
the sub-expression is replaced by f(F)). p0 pl pb

This is exactly what happens when this ah dc

button is pressed.

4.10 Beginner and Expert Modes, Online Help: [bg] [xp] hp]

The interface may function according to two distinct modes: either the expert mode (this
is the default) or the beginner mode. While in expert mode, a [bg] button (for “beginner”)
allows one to switch to the other mode. Likewise in beginner mode, a similar button,
called [xp] (for “expert”), is provided.

The difference between the two modes is quite significant. In expert mode, many
buttons are “pressed” automatically by the prover itself: these buttons are essentially
simplification buttons such as [rm], [ru], [rn] and so on. This is quite efficient but some-
times misleading for the user. He might not understand what is going on, in particular
why the goal and the selected hypotheses have been modified in an unexpected way
after pressing a certain button. When this is the case the user can backtrack (see section
4.12), press [bg] and resume the previous command.
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ds fh
ds fh
ds fh
ds fh
ds fh
ds fh
ds fh
ds fh
ds fh
ds fh
ds fh

ae ap

sh sg
p0 pl
ah dc

eh
mh
dc
ph
rx
rn
rm
ri
rn
€q
ov

ct

it
pb

he

hp

bg

T =1T2
P=Q

AV B

Vel - (Rz = S:)
Az - (T, NU,)
- (CAD)
Ec{x|F, NG}
SCT

X #

EeS
P((f<+9)())

FesS

The prover will then not perform any au-
tomatic action “behind the curtain”. Once
he has understood what was done in expert
mode by looking at the behavior in begin-
ner mode, the user may switch back to the
expert mode by pressing [Xp].

Those buttons, which are normally
“pressed” automatically by the prover
while in expert mode, are just highlighted
while in beginner mode, thus suggesting to
the user that such buttons might be pressed.
There exists a unique [hp] button (for
“help”). After pressing that button, all other
buttons when pressed do not do anything
except producing a short explanation text
for the corresponding command. In the
mean time the [hp] button is highlighted to
make the user aware that he has to press
again that button in order to return to the
normal mode of operation.

4.11 Representation of the Proof Tree: [zm] [mk]

The proof tree is represented in the Tree Window according to a number of principles
which are as follows:

1. Each node is represented by a simplified sequent. In fact, we shall only present the
goal part of a sequent. The reasons for this are simple:

a) Usually the goal is not very large. Remember that goals are not conjunctive
nor implicative, so that most of the time a goal is just a predicate defined by
an equality, a set membership or a set inclusion. But we might have quantified
predicates which are larger.
b) The number of hypotheses (even for those in selected) could be quite large.
c) The hypotheses are usually far less modified than the goal when one goes from
one sequent to the next.
d) The absence of the hypotheses in the Tree Window is compensated by their
presence in the current sequent of the Sequent Window.

2. Each simplified sequent is given together with the full command that has been
applied to it: that is, the command name and its parameters.

3. In first approximation, the tree is represented vertically, the offspring nodes of a
node being slightly shifted to the right (like a Table of Contents)

4. However, this shift is only performed when the simplified “ offspring sequent” is
different from its simplified “parent sequent”. The reason for this is that we want to
see at the same level all the commands that have been performed in order to prove
a certain goal.



5. Moreover when a simplified “offspring sequent” is the same as its simplified “parent
sequent” the former is not written again. The reason for this is to avoid copying again
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and again the same goal in the proof tree.
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As an illustration of the previous principles, suppose that at some point in a proof,
we have a certain goal G. In order to prove that goal we need two lemmas L1 and L2.
The first one is proved directly by pp, whereas the second one is proved by contradiction
and then pp. Once these two lemmas are proved, the proof of our original goal G follows
immediately by pp. This results in the exact proof tree shown on the figure above on the
left. Next to it, is its vertical representation, drawn without taking into account points
4 and 5 above. In the last diagram, you may find a vertical representation which takes
these two points into account. In the proof tree on the left we can “see” the progress of
the proof on G, namely lemma L1, lemma L2, and pp. But this vision is clearly lost in
the corresponding vertical representation in the center. Whereas, this structure is clearly
visible again on the right-hand side diagram. This is the reason why we have adopted
this representation.

When the application of a certain command results in several

E e {z|P, NQy} | offspringsequents, we can see all of them in the Tree Window.

rm We can also see which one is the current node: this is indicated
Pr by a “?”. This is illustrated in the following example where
? our goal has the form E € {z | P(z) AQ(x)}. When applying
QE [rm] (for “remove membership”) the two goals Pg and Qg

are generated and the current goal is now Pg.

Two kinds of button are generated with each “line” in the Tree Window. At the
beginning of a goal line, we have a button called [zm] (for “zoom/unzoom”). By pressing
that button, the part of the proof tree having that goal at its top is hidden. Pressing
[zm] again makes the sub-tree reappearing. While a part is hidden the [zm] button is
highlighted. Here is an illustration of this mechanism. We have pressed [zm] twice: once
for L1 and once for L2. This results in the tree shown in the right-hand side.
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At the beginning of a command
line, we have a button called
[MK] (for “make an application
of the command”). When press-
ing one of these button and then
a second button of the same kind
(the second button could be the
same as the first one), this results
in applying the series of com-
mands situated between these
two buttons. This is very conve-
nient to repeat part of a proof.

zm
mk
zm

mk
zm
mk
zm

mk

ah
L1

PP [

ah
L2
ct

pp
pPp

4.12 Proof Navigation: [ba] [re] [op] [pt] [st] [qu]

ah
L1

ah
L2

pp

We have several possibilities to navigate on a proof. The basic button is called [ba] (for
“backtrack”). It allows one to backtrack one step when we figure out that we have taken
a wrong decision. A second navigation button, called [re] (for “reset”) is provided to
reset a proof. Once it is pressed, the proof done so far is not lost however. In fact, before
resetting, the proof tree has been saved and it is now called the “old proof tree”. So that,
in general, we have always two proof trees, the “current” one and the “old” one.

When pressing the button [0p] (for “old proof tree”), the Tree Window splits and we
can see at the same time the current proof tree (on top) and the old proof tree (at the
bottom). For instance, after doing the proof shown on the Tree Window at the end of the
previous section, and then pressing [re] followed by [0op], the Tree Window looks the
way it is presented in the previous figure. By pressing the button [pt] (for “proof tree”),
we may reinstall the current proof tree alone on the Tree Window.

ds fh eh he T1=7T2

ds fh mh P=qQ

ds fh dc AV B

ds fh ph Vel - (R: = S:)
ds fh rx Jz - (T, ANUL)
ds fh m - (CAD)

ds fh rm Ec{x|F; NG}
ds fh ri SCT

ds fh m X #

ds fh eq EesS

ds fh ov P((f<+g)(E))

ae ap ct FeS

sh sg it hp

p0 pl bg

ah E [re] [st]

o] )

[zm] G

?
zm G
mk ah
zm L1
mk pp
mk ah
zm L2
mk ct
zm F
mk PP
mk  pp

(st]

zm
mk
zm
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Once the [re] button has been pressed, it is possible to gradually resume the proof
by pressing the button called [st] (for “one step”) as shown in the figure: we do one step
of the old proof tree within the new one. Another possibility in order to replay part of
the old proof tree in the new one would be to use the [mK] buttons as explained in the
previous section.

Finally, the button [qu] (for “quit”) allows one to quit the proof. We can either quit
and save the current proof tree or keep the previous proof tree. When we resume the
proof in another session, then the previous proof tree automatically becomes the “old”
proof tree.

413 Proof Refinement: [as] [r1] [r2]

The idea of a proof refinement is very important. In fact this is the way professional
mathematicians usually work. The idea is very simple. If at some point in a proof we
find a difficulty to prove a certain predicate P (it might be a lemma or any other goal),
we would like to jump over it and consider for the time being that we have a proof for it.
We then proceed with the main proof and then eventually figure out that this lemma P is
what we needed. If this is the case, then we shall come back some time later to perform
that part of the proof that was missing (for P) in the middle of the main proof. In doing
so, we might find similar difficulties and use the same trick again, and so on.

ds fh eh he T1=T2 zm G

ds fh mh P=Q mk ah
ds fh dc AV B zm L1
ds fh ph Vel - (R: = S2) mk ppP
ds fh rx Az - (T, ANUL) mk ah
ds fh rn - (C AD) zm L2
ds fh rm Ec{x|F, NG} zm ?
ds fh ri SCT

ds fh rn X #
ds fh eq EesS
ds fh ov P((f<tg)(E) | |-————————

- - - - === zm G
ae ap ct FesS mk ah
- - - - ——- zm L1
sh sg it hp [N mk pP
p0 pl pb bg mk ah
ah dc re st zm L2
qu op pt ba zm = as

=

[11][r2]fas] mk  pp

In order to put this idea into practice, we introduce a “magic” command called [as]
(for “assume”). By pressing that button the current goal is proved without any further
work. Note that we can press several times [as] in the course of the same proof. If the proof
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eventually “succeeds” after that, we would like to resume it in order to prove the missing
parts. For this, we press the button [r1] (for “refinement of the current proof tree”). When
doing this, the Tree Window splits and the former proof (containing occurrences of [as])
becomes the “old” proof. The prover automatically replays the proof from the beginning
to the first occurrence of [as]. At this point, it gives back the control to the user as shown
in the figure. A little arrow “=-"" indicates where we are in the old proof tree as shown
in the figure.

Once the missing part is proved (possibly thanks to some further [as] applications), the
prover automatically performs that part of the old proof situated between the current
occurrence of [as] in the old proof tree and the next one. It then gives back control to
the user as explained, and so on (unless the end of the old proof is reached).

When reentering a proof which was left using the [qu] button (for “quit”) with some
pending occurrences of [as], we may first decide to restart the proof from scratch and
then figure out later that it was a mistake after all. At this point, we may decide to restart
our proof from the genuine “old” proof, which was in place when reentering the proof.
Pressing the button [r1] then is not what we want to do. There exists for this a second
refinement button called [r2] (for “refinement of the old proof tree”), which reinstalls
the current proof within the initial old framework.

5 Discussion and Related Works

In this section, we first make precise the main principles which have guided us in the
realization of this interface, then we shall briefly compare our work with similar efforts.
One of the reasons why we have implemented this interface under Emacs is that we con-
sider (with many others) that the making of an interactive proof is a sort of specialized
text editing. In this context, Emacs clearly provides us with a number of features which
are not very interesting to reinvent. The main principle that has guided us in the devel-
opment of this interface is one of economy. We have tried to minimize some “gestures”
as explained in what follows.

We first tried to minimize the need for eye movement of the user so that he can really
concentrate on its main proving activity. In fact, we discovered that the obligation to
frequently move eyes is a very disturbing activity for someone who is supposed to think.
This is the reason why we have banned the use of menus which are very common in all
sorts of interfaces. In our case, a menu is very disturbing because it hides for a moment
the contents of the screen. It is also disturbing because you have to scan it in order to
click on the command you want to launch. A consequence of this choice implies the
permanent presence of buttons on the screen.

In order to minimize the number of clicks (another very frequent gesture), we have
placed these buttons next to the part of the formal text to which they apply. This avoids
to first select, say, a specific hypothesis and then apply a command to it. In fact, by
its position on the window the button is automatically devoted to the corresponding
hypothesis or to the goal. But as the number of buttons placed next to each hypothesis
or the goal could then be quite large and most of the time useless, we have made the
interface dynamic-discovering which buttons are applicable at each proof step. This has
proved to be very efficient since it was discovered that no more than four different buttons
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can be used at a given moment on an hypothesis, among the fifteen different ones that
could be applied.

To minimize the moves of the right hand, which we would like to stay almost perma-
nently on the mouse, we have taken advantage of what is already provided by Emacs: the
left click is used to point to a piece of text, the central click is used to move a pointed text
to the editing field and also to launch a command. We have explicitly programmed the
right mouse click to launch [sh] (for “searching hypotheses™) so that this very frequent
activity is performed in a very efficient way.

We have also managed to minimize the moves of the mouse. For example, when a
command devoted to a specific hypothesis requires an extra text parameter, we do not
need to move the text in question to the editing field: as a short circuit, it is sufficient,
if the text fragment is already somewhere on the screen, to point to it with the mouse
and then press the desired button. Another way to minimize the moves of the mouse
is provided by the presence of specialized editing fields that are close to the quantified
variables in a universal hypothesis or in an existential goal. These fields are thus closed
to the corresponding buttons, namely either [ph] or [se].

As aresult, itis extremely rare to have to press any key on the keyboard. As explained
above, the right hand stays almost all the time on the mouse, it is not necessary to move it
from the mouse to the keyboard and vice-versa. All such small optimizations may seem
very superficial at first glance, but we think on the contrary that they are very important
in that they allow the user not to be disturbed by many stupid clerical activities.

And last but not least, we want to minimize the number of syntactic errors. Our inter-
face, by dynamically producing the buttons associated with a proper goal or hypothesis,
guarantees that no button can be pressed wrongly. In fact the only error that may occur
is the forgetting of some text parameters, in which case the corresponding button has a
void action. For example, if you press [sh] (for “searching hypotheses™) without pointing
to a text pattern, no search is undertaken. The only visible error that may occur comes
from providing a text parameter which is not syntactically correct. In this case, an error
is reported.

Another general principles that we have followed in this project was to construct
this interface around the concept of proof, not that of prover. In other words, we have
always tried to discover the sort of features that would help a person doing a (manual)
proof within a Sequent Calculus by applying some inference rules in backward mode.
This has guided us in the development of the proposed organization with two windows
(Sequent and Tree) which are directly connected to the corresponding proof practice as
indicated in section 4.1.

As a matter of fact, a certain “proving style” has emerged from using this interface.
It can be summarized by the following steps to be performed recurrently:

Simplify goal and hypotheses: rd, ri, rm, rn, ru, rx, eh, he, ov, ae, afi.
Decide for an “interesting” strategy: ct, fh, dc, mh, eq.

Propose an “interesting” instantiation: ph, se.

Invent an “interesting” lemma: ah.

Decide to temporary postpone the proof of a certain goal: as.

3 We remind the reader that in Appendix 3 a table contains a summary of the various commands.
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— Refine the proof: r1, r2.
— Select “interesting” hypotheses: sh, sg, sl.
— Launch automatic procedures: p0, p1, pb.

Notice that, among these points, the first one (simplification) is partly performed
automatically while in expert mode, whereas the ones qualified to be “interesting” require
some invention on the part of the user. Note that this “style” covers 28 commands among
the 42 we have presented. In fact, the 14 remaining ones (a few more in the real interface)
are used at any moment to show more or less of each window or to navigate within the
proof.

Our approach could not be compared with some far more ambitious generic interface
project such as Proof General [4]. Clearly our project is far less “general”. This is
coherent with what we have said in the introduction about our prover which is also far
less general than those to which Proof General is applied (Coq [S], Phox [13], LEGO [3],
Isabelle [12], etc.). It seems to us that Proof General is directed towards certain kinds
of proof assistants (not proofs), which, in spite of some technical differences between
them, are, in a sense, quite close in their appearance and mode of interaction (scripts).
What we have in common with Proof General however is the fact that our interface
(also written under Emacs) does not deal with the proof, which remains the realm of the
original prover.

Another comparison could be made with the technique of Proof by Pointing [[14]. Our
dynamic handling of buttons situated next to their domain of application (hypothesis,
goal) has, in a sense, a similar effect as that of “proof by pointing”. Our technique of
Proof by Clicking, however, can associate several possibilities dedicated to the same
piece of formal text. The button is also clearly showing to the user the action which he
is going to perform.

A final interesting comparison can be done with the KIV proof assistant [9], which
also uses a proof tree window as well as a sequent window. It is not clear however from
the documentation at our disposal whether the proof tree could be refined as we have
explained in section 4.13 above.

6 Conclusion

In this paper, we have presented an interface to be used with Atelier B in order to perform
formal proofs of statements written within Set Theory. This interface has been used to
teach logic and formal proof to students with a limited background in this area. The result
of this experiment was extremely encouraging: students were very quickly acquainted
to the tool and able to perform non-trivial proofs in a short time. It seems to us that
this kind of approach where you just creatively prepare the work for a rather powerful
prover able to perform most of the very mechanical work is an interesting one. On the
following web page, you can see more about this interface: www.loria.fr/"cansell/cnp
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APPENDIX 1: A Sample of Set-Theoretic Statements Proven
Automatically by pp

Elementary Set Theory:

axbCecxdANa# ANb#x= aCc ANbCd

Generalized Set Operations:

seEPPS) AteP®T) = (Jan (Jz= | =zny

TEs et (z,y) € sxt

Operations on Relations:

pEsetAgeEtunTreusv = ((pg)r) = (p(gr))
resetANaCsAbCt= rla] Cbsalr1[b]

Operations on Functions:

fes—=tAbCt = f1lb] = 1]
fe€sHtAbCt= flf7b]] Cb
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Injections and Surjections:
feb»cArcasbAscacbN(nf)=(sif) =r=s
fea—bAArebecAsebeeAN(fir)=(fs) =r=s

Equivalence Relations:
fes—=tAr=(fif)=idBs)Cr Ar=r"t A (ry)Cr

APPENDIX 2: A Higher Order Statement Proven Interactively

We first give the definition of the set of all filters that can be built on a set S:

filter ={ f | f e P(P(S)) A
V(A,B) - (A€c fABCSANACB=Bef) A
V(A,B)- (Ae fABef=AnNBef) A
Sef A
0é¢f}

This is followed by the definition of the set of all ultra-filters:
ultraf ={ f | f € filter AN Vg - (g€ filter N fCg= f=g)}
The main very classical completeness theorem that we want to prove is the following:
Ucultraf NCCS = CeUV CeU
where C is a shorthand for S — C. For this, we first prove the following lemma:

Ucultraf NCCSANC¢U =U={X|XCSACUXeU}

APPENDIX 3: Summary of Commands

ae | Abstract expression 4.4 || p1 | Apply pp on extended conclusion | 4.3
ah | Add hypothesis (lemma) 4.5 pb | Apply pb on sequent 4.3
ap | Abstract predicate 4.4 || ph | Instantiate universal hypothesis | 4.6
as | Assume without proof 4.13 ||| pt | Show current proof tree 4.12
ba | Backtrack 4.11 ||| qu | Quit 4.12
bg | Switch to beginner mode 4.10 ||| r1 | Refine current proof 4.13
ct | Prove by contradiction 4.5 r2 | Refine old proof 4.13
dc | Prove by cases 4.5 rd | Remove disjunction 4.7
dl | Delete hypothesis from cached 4.2 re | Reset proof 4.12
ds | Deselect hypothesis from selected | 4.2 ri | Remove inclusion 4.8
eh | Apply equality (left to right) 4.4 ||| rm | Remove membership 4.8
eq | Try set equality 4.9 rn | Remove negation 4.7
fh | Prove false hypothesis 4.5 ||| ru | Remove universal quantification | 4.7
he | Apply equality (right to left) 4.4 ||| rx | Remove existential quantification | 4.7
hp | Help 4.10 ||| se | Instantiate existential goal 4.6
it | Interuption 4.3 ||| sh | Search hypotheses in hidden 4.2
mh | Modus ponens on hypothesis 4.5 sg | Search hypotheses in searched | 4.2
mk | Perform a series of commands 4.11 ||| sl | Select hypothesis from searched | 4.2
op | Show old proof tree 4.12 ||| st | Do one step of old proof 4.11
ov | Treat overriding (by cases) 4.9 xp | Switch to expert mode 4.10
PO | Apply pp on conclusion 4.3 ||| zm | Zoom/unzoom on proof tree 4.11




Formal Specification and Verification of ARMG6

Anthony Fox

University of Cambridge

Abstract. This paper gives an overview of progress made on the formal
specification and verification of the ARM6 micro-architecture using the
HOL proof system. The ARM6 is a commercial processor design preva-
lent in mobile and embedded systems — it features a 3-stage pipeline with
a multi-cycle execute stage, six operating modes and a rich 32-bit RISC
instruction set. This paper describes some of the difficulties encountered
when working with a full blown instruction set architecture that has not
been designed with verification in mind.

1 Introduction

This paper describes work carried out at Cambridge on the EPSRC funded
project ‘Formal Specification and Verification of ARM6’ (GR/N13135/01). An
overview of progress is presented: from earlier work on correctness models (car-
ried out at Swansea), through to the formal verification carried out using HOL.
The project has been run in collaboration with a group at Leeds, which was
headed by Graham Birtwistle. The Leeds work has focused on the formal speci-
fication and simulation of ARM designs using ML.

It is acknowledged that the ARMS6 is a comparatively old processor design
(early 1990s) and it lacks some of the features of contemporary desktop proces-
sor designs — for example, it does not have a superscalar pipeline. However, it
is a commercial processor and it has been faithfully modelled at the level of the
micro-architecture. Furthermore, many processors used in the mobile and em-
bedded (low-power) markets are only moderately more complicated. One of the
main objectives of the project has been to explore the difficulties encountered
when one tries to avoid making simplifications and assumptions with respect
to the target architecture/processor i.e. when working with designs that were
developed without verification in mind. The HOL 4 proof system has been used
throughout (hol.sf.net)). I would like to acknowledge the helpful support of
Mike Gordon on this project and in writing this paper.

Several mechanical verifications of complete processors were undertaken dur-
ing the 1980s and early 1990s. Examples include TAMARACK [16], SECD [11],
the partial verification of Viper [6], Hunt’s FM8501 and FM9001 [1314], and
Windley [25]. All these processors were simple uniprocessor fetch-decode-execute
engines specifically designed for formal verification. Following this work, Miller
and Srivas verified the implementation of some of the instructions of a sim-
ple real processor called AAMPS5 [20]. Complex commercial designs have also
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specified, simulated and verified using ACL2; for example [5]17]. Significant ver-
ification work has also been undertaken on specific components: caches, ALUs,
floating-point units.

Processors became much more complex from the later 1980s due to the addi-
tion of complex multi-stage pipelines, out-of-order execution and coprocessors.
Processor designs like the Alpha and Pentium were considered too complex for
complete formal verification and the introduction of multiple pipelines made
their specifications that much harder. Recently progress has been made in veri-
fying academic designs based around Tomasulo’s algorithm [24)], which is widely
used in contemporary superscalar microprocessors; see [18[158/21].

2 Correctness

The correctness of a processor’s micro-architecture is established with respect
to an instruction set architecture (ISA). Examples of architecture families in-
clude ARM, SPARC, MIPS, POWERPC and x86. An architecture’s instruction
set may be extended with new generations of processors but the semantics of the
core instructions remains fixed. Any differences in compatibility between proces-
sors (whether intended or accidental) must be accounted for when documenting
the ISA and in developing compilers. The micro-architecture model represents
the top level behaviour of a processor’s design. In the case of the ARMG6, the
processor’s data path and control logic have been modelled in a cycle accurate
manner: it is a 3-stage pipelined design, with fetch, decode and execute stages.
To maintain backwards compatibility it is important that new generations of
micro-architectures preserve the semantics of existing machine code.

Researchers have used a variety of different correctness models in the verifica-
tion of microprocessor designs. A framework for categorising correctness state-
ments, as used in the verification of pipelined processors, is presented in [IJ.
Most of the correctness statements are expressed in the form of a commuting
diagram, although property-oriented approaches — in which the formal processor
model is shown to imply the abstract architecture specification — are an alter-
native [23]. One way in which approaches differ is in how they account for the
temporal properties of pipelined designs i.e. in relating the state components of
the pipeline (which processes more than one instruction at a time) with those of
a non-pipelined architecture (where instructions are executed one by one). Tahar
and Kumar [23] adopt a flexible approach and use Melham style temporal ab-
stractions [I9]. A more common approach is to incorporate incremental flushing
into the correctness model [I5], but this gives a weaker definition of correctness.
This was not employed with the AAMP5; they used a temporally skewed data
abstraction: “Typically, [in data abstraction] the values for all but the program
counter must be obtained from the future state.”, [20]. This complicated data
abstraction is partly a consequence of their choice of wisible state (invariant)
predicate, which determines the times at which correctness holds.

Data and temporal abstraction maps are used in our correctness statements
and these can account for the pipelined behaviour in a much simpler manner.
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The data abstraction offsets the pipeline’s program counter in order to give the
address of the instruction being ezecuted[] The temporal abstraction is used to
explicitly identify the times at which the execute stage begins, thus skipping over
states in which instruction execution is not complete. One of the advantages
of this approach is that our correctness model is strong and generic, and the
abstractions are intuitive. The correctness model is not specific to pipelined
designs and the abstraction maps can be readily composed when considering
more then two levels of abstraction.

3 Approach

An algebraic framework for carrying out processor verifications [12/7] was used as
the basis for the ARMG6 verification. Systems are modelled with state functions:
these are functions of the form F : T x A — A, where T = {0,1,...} is an
infinite set of clock cycles and A is a state space (a non-empty set of states).
The state of the system at time ¢ € T from pre-initial] state a € A is F(t,a).
A state function is an iterated map if, and only if, successive states are given by
a next state function. Initial states are specified with an initialisation function
and this enables specifications to be executed by evaluating the iterated map
state function. Iterated maps are primitive recursive functions and they give an
operational semantics for the processor’s instructions set architecture and micro-
architecture. By relating the clocks and state spaces of two state functions (using
abstraction maps), one can give a formal and abstract definition of correctness
that is applicable to a wide range of systems.

It was a straightforward task to transpose this work into higher order logic [§].
Using the HOL system the approach is formalised in an abstract setting, with
the natural numbers num representing 7' and a type variable representing the
state space. When modelling hardware the state space will invariably be finite
but this is not a requirement.

When it comes to verifying correctness, it is advantageous to work with re-
stricted classes of iterated maps and abstraction maps. Our approach encourages
the use of time-consistent state functions and wuniform temporal abstractions.
Time-consistency and uniformity are defined in HOL and are used as the ba-
sis for a one-step theorem. This theorem reformulates correctness statements,
eliminating the need to carry out an explicit induction over time.

The strength of an initialisation function (number of initial states) determines
whether or not a state function is time-consistent. In this context, the réle of
the initialisation function can be likened to that of an invariant and it is closely
related to an invariant’s characteristic function. For example, if I C A is an
invariant for state space A and f; : A — B is the characteristic function for I

! Without this offset the program counter is the address of the instruction being
fetched which, in pipelined designs, runs ahead of the address of the instruction
being executed.

2 The state F(0,a) is the initial state for the pre-initial state a. All states can be
pre-initial but not all states can be initial i.e. not all states can occur at time zero.
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(i.e. fr(a) if, and only if, @ € I) then the initialisation function init : A — A

should satisfy:
if
zmt(a) _ a, 1 fI(a).v
Tq, Otherwise.

where x, € I can be freely chosen. The invariance condition captured by the
initialisation function is only required to hold at times given by a temporal
abstraction map. For a more detailed account the reader is referred to [718].

4 The Instruction Set Architecture

Instruction set architectures lend themselves well to functional specification with
iterated maps. At the programmer’s model level, the state space of the architec-
ture consists of a main memory and a set of registers. On each cycle, a program
counter register gives the address of the instruction (in memory) to be executed.
This instruction is decoded by the next state function and the main memory
and/or registers are modified in accordance with the type of the instruction.

ARM is 32-bit RISC architecture] The ARM architecture provides a mecha-
nism for extending the instruction set with the use of coprocessors. For example,
a system coprocessor may be used to control on-chip functions such as cache
and memory management. Floating-point coprocessors are also available. Al-
though the ARM6 supports coprocessor instructions, this functionality has not
yet been modelled in HOL. There are seven types of exceptions and two (soft-
ware interrupts and undefined instructions) have been covered to date. The other
exceptions (resets, prefetch aborts, data aborts, and normal and fast interrupts)
require one to consider state functions with input; see [7].

There are many areas of the ARM programmer’s model where behaviour is
allowed to vary from processor to processor. For example, the program counter
behaviour of a 3-stage pipeline may differ with that of a 5-stage implementation.
To avoid unpredictable results, programmer’s are encouraged to write code in
accordance with a set of guidelines. Most instructions have special cases where
behaviour is unpredictable — for example, storing the program counter to memory
should be avoided. In some cases the legitimacy of an instruction is dependent
on the current operating mode of the processorﬂ Therefore, it is incumbent on
the programmer to ensure that certain run-time conditions are not violated.
Another significant example of processor dependent behaviour is the execution
of self modifying code[d If a program modifies the memory in such a way as to
invalidate fetched and decoded instructions then the ARM6 does not detect this

3 Later ARM designs simultaneously support 16-bit (Thumb) instructions. A load-
store RISC architecture only supports simple addressing modes (e.g. memory indirect
mode is not supported) and operations are performed only on registers.

4 For example, one should not try to read a saved program status register when one
is in user mode.

® The ARMS6 implements a ‘von Neumann’ style architecture i.e. program and data
memories are not separated.
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and flush the pipeline. This means that the ARM6 will execute an instruction
even though it is no longer in memory.

There are numerous versions of the ARM architecturdd and these differ in
the instructions supported (e.g. Thumb), level of backward compatibility (e.g.
26-bit memory addressing) and stipulations about predictable behaviour. Pro-
cessors that implement the same version of the architecture should be identical in
all areas that are deemed predictable. For the purposes of the ARMG6 project, the
unpredictable parts of the ISA model were tailored to conform with ARM6 be-
haviour. This works well in most cases — for example, when specifying the results
of reading and writing the program counter. This approach has the advantage
that one can freely execute machine code at the ISA level, which would be less
straightforward if one were working with a property-oriented, non-deterministic
or partial specification. However, there may be scope for employing these meth-
ods in relating bespoke ISA specifications produced for different processor de-
signs. Specialising the ISA does not resolve the problem of self modifying code
because the processor implementation has hidden state components i.e. the state
of the pipeline. Approaches to this are discussed in Sect.

4.1 The HOL Specification

The State Space. One of the first tasks in modelling the ARM architecture
was to represent the state space of the programmer’s model. The main memory is
a 32-bit addressable array of bytes. There are thirty one general purpose register
which are organised into overlapping banks[1 There is a current program status
register (CPSR) and five saved program status registers. All registers are 32-bits
wide and so a suitable model of bit-vectors is required.

When the project began at Cambridge (October 2000) there existed a HOL
word theory developed by Wai Wong [26]. However, because HOL does not
directly support predicate subtypes this theory did not provide a good means
of modelling words of a fixed length i.e. 32-bit words. One of the by-products of
this project has been the development of new HOL theory for fixed length words.
Wong’s theory uses lists as the underlying data type and it provided support for
multiple number bases. In contrast, the new theory constructs an equivalence
type over the natural numbers (John Harrison’s equivalence type package is used
to achieve this) and it only supports binary words. An executable mkword.exe
generates the necessary files — for example, mkword.exe 32 generates the files
for word32Theory and word32Lib. This has been implemented using an ML
functor. Some advantages of this approach are:

— HOL terms can be free of word length predicates. There is a concrete type
for each length of binary word.

5 Versions of the ARM architecture include: 1, 2, 2a, 3, 3G, 3M, 4, 4T, 5T and 6TEJ.

" There is one bank for each operating mode and sixteen general purpose registers
(numbered zero to fifteen) are accessible at any one time. Register fifteen is the
program counter.
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— Ground terms can be evaluated efficiently and this enables specifications to
be executed and tested.

— One can model a variety of machine operations at a high level of abstraction.
This includes the ARM arithmetic, logical, and shift operations; as well as
the bit-field manipulations that are present in the control logic.

— Many theorems about machine operations are readily derived — these include
commutative ring properties for the arithmetic operations and boolean al-
gebra properties for the logical operations.

The type definition for the ARM state space has been refined a few times.
Both the memory and register banks can be considered as maps from an ad-
dress/name space to a content type, with read and write operations providing
a suitable interface. The precise definition of the state space and associated
primitive operations has subtle implications on the efficiency of term evaluation,
compactness of the specification and the ease of verification. Although a natu-
ral type for the main memory is word32—word8 there are clear advantages to
working with word30—word32; since most memory accesses are for 32-bit words
and not bytes. Operating modes complicate the register bank state space and
this also adds an overhead to the verification effort.

The Next State Function. The official ARM reference manual [22] provides a
meticulous and verbose description of the instruction set, with separate entries
for each individual instruction and their main variants. Dominic Pajak’s ML
specification (done at Leeds) was used as the initial basis for the HOL specifi-
cation. However, the HOL specification differs in that instructions are specified
by instruction class, see Table [

Table 1. The ARM Instruction Classes.

Class Instructions
Branch and Branch with Link B, BL
Data Processing ADD, ADC, SUB, SBC, RSB, RSC, CMP, CMN,

AND, ORR, EOR, MOV, MVN, BIC, TST, TEQ
Multiply and Multiply Accumulate MUL, MLA

PSR Transfer MRS, MSR
Single Data Transfer LDR, STR
Block Data Transfer LDM, STM
Single Data Swap SWP

Software Interrupt and Exceptions SWI

By grouping instructions into classes, the specification is concise and com-
pact — approximately eighty definitions (700 lines of code). During verification
one can case split on the instruction class rather than on a specific instruction
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Fig. 1. The ARM6 Data Path.

instance. For each instruction class there is a decoding and next state function.
The decoding function splits the 32-bit instruction code into options and pa-
rameter fields — these give rise to sub-cases in the verification. All instructions
are conditionally executedd and an attempt to execute an undefined instruction
will cause an exception to be raised. This is resolved by the main next state
function, which selects the appropriate next state function by instruction class.
A full account of the HOL specification of the instruction set is presented in [9].

5 The Micro-Architecture

The ARMBS6 is split into data path and control components. The control com-
ponent contains the instruction decoder and control logic. Figure [[] shows a
simplified view of the ARM6 data path. The main functional blocks are:

— The multi-port register bank

— The memory interface

The address register and address incrementer
The field extractor/extender

The barrel shifter

— The Arithmetic Logic Unit (ALU)

There are three main internal buses:

— The A bus (first instruction operand)
— The B bus (second instruction operand and read/write memory data)
— The ALU bus

8 Bach instruction can be suffixed by one of sixteen condition mnemonics. For example,
an ADDEQ instruction will only execute if the Z bit of the CPSR is set. The always
condition mnemonic AL is optional and the never condition NV should not be used.
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Consider the following fragment of ARM code:

MOV r0, #15

MVN rl, rO, LSL #16
EOR r2, r0, ril

B label

NOP

NOP

label: ADDS rl, ri, r2
BICHI r3, rl, r2, ROR r0
STRB r3, [r1], r0, ASR #4

The pipelined execution of this code is illustrated in Fig. Bl The y-axis shows
the order in which the instructions enter the pipeline (through an instruction
fetch), and the z-axis enumerates machine clock cycles. The pipeline is full at
clock cycle zero i.e. the MOV instructions has been fetched and decoded, and
the MVN instruction has been fetched. The execution is shown up until after
the completion of the ADDS instruction. With the exception of the branch, each
instruction takes a single cycle to execute. The branch takes three cycles to
execute: the branch destination is computed on the first execute cycle and the
other two cycles are needed to refill the pipeline. Data processing instructions
normally take one cycle to execute but shifting by a register value takes an
extra cycle and three cycles are needed if the destination register is the program
counter. All memory access instructions require more than one cycle to execute
but the block data transfer instructions read/write one register per cycle.

0 1 2 3 4 5 6 7
MoV
MVN | decode | execute |
EOR | fetch | decode | execute ]
B | fetch | decode | execute \

NoP
NoP

ADDS | fetch | decode | execute |
BICHI | fetch | decode ]

STRB

Fig. 2. Pipelined instruction execution.

When verifying the micro-architecture, one must take into account the multi-
cycle timing of instructions. The vertical lines in Fig. 2] indicate the points at
which the state at micro-architecture level corresponds with an ISA level state
after data abstraction. These lines mark the completion of one execute stage and
the start of another. Therefore, it is important to know how long each instruction
takes to execute. The program counter can be treated just like any other register
and so there are many ways in which a branch can be taken, adding an extra two
cycles. Block data transfer instructions can take up to twenty cycles to execute.
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5.1 The HOL Specification

The HOL specification of the ARM6 micro-architecture was based on specifica-
tions produced by Daniel Schostak (Leeds, now at ARM Ltd.) and these were
in turn based on ARMG6 data sheets supplied by ARM themselves. Schostak’s
specification is phase accurate (each clock cycle is split into two phases) and
gives a high-fidelity description of the ARM6 (covering coprocessor instructions
and all exceptions) — he has used it as the basis for an ML simulator. The
HOL specification is slightly more abstract (although it is still cycle accurate)
and the multiply instruction class has not been modelled. Multiplication is im-
plemented in a CISC style using a modified Booth’s algorithm: the data path is
used to carry out additions, subtractions and shifts. In most modern processors
the ALU can perform multiplication directly and so the multiplication algorithm
does not usually encroach upon the main control logic of the processor. Such an
implementation would be readily verifiable at the micro-architecture level.

The micro-architecture specification consists of approximately fifty defini-
tions and makes use of a number of definition made at the ISA level; the script
file is similar in size to the ISA specification.

The State Space. The state space is split into three main components: memory,
data path and control. The memory is identical to the ISA memory. The data
path (Fig. ) contains the (general and program status) register banks together
with four 32-bit registers:

— The data input (DIN)
— The address register (AREG)
— The ALU inputs (ALUA and ALUB)

The control contains the pipeline state (three 32-bit registers — pipea, pipeb
and the instruction register ireg — each with validity bits) together with an
assortment of other latches. In particular, the control contains latches for the
next instruction class nxtic and the next instruction sequence nxtis. The next
instruction class is computed at the decode stage and it is represented by an
enumerated type iclass: there are values for each of the classes from Table
(multiplies have been excluded) together with three more — reg_shift for data
processing instructions with a register shift amount, unexec for unexecuted in-
structions, and undef for undefined instructions. The next instruction sequence
is represented by an enumerated type with values t3, t4, t5, t6, tn and tm.
The instruction sequence is normally incremented during multi-cycle instruction
execution. For example, data swap instructions take four cycles to execute and
so nxtis will go from t3 to t6 inclusive. The values tn and tm are used to
implement block data transfers.

The Next State Function. The next state function at the micro-architecture
level is constructed using next state functions for components of the data path
and control logic. For example, there is a next state function AREG for the address
register; this takes:
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— The instruction class (ic)

— The instruction sequence (is)

— The instruction register (ireg)

The exception vector (aregn, which is part of the control state space)
Block data transfer status components pencz and oorp.

The ALU bus, program counter bus and incrementer bus values

The function AREG gives the next value for the areg latch and it implements the
leftmost multiplexer shown in Fig. [l

The main next state function can be decomposed into two functions: one for
the first clock phase and the other for the second. The field extractor/extender
and barrel shifter both operate in the first phase. By the end of the first phase
the values for the ALU registers (ALUA and ALUB) are ready. In the second
phase the ALU operates, instruction decode occurs and results are stored.

The Initialisation Function. The micro-architecture state function is defined
using an initialisation function. The initialisation function forces the processor to
be in a valid state at cycle zero. There must be at least one initial state for each
state at the ISA level. Non-initial states are either completely erroneous (the
processor should never exhibit such states) or states that the machine passes
through in the course of instruction execution. For example, a state in which
nxtic = data_proc and nxtis = t5 is erroneous because data processing in-
structions only take one or two cycles to executefl The states corresponding with
cycles four and five in Fig. Plwould be considered intermediate. While these states
could be considered initial — with the temporal abstraction defined accordingly
— to do so would add unnecessary complexity The initialisation function takes
an arbitrary state and sets nxtis to be t3; the rest of the control latches (in-
cluding the pipeline state) are set in accordance with the pipeline being full as
a function of the current program counter value. In Fig. [2 the clock cycles on
which initial states arise are marked with vertical lines — these are states at the
juncture of execution blocks.

6 Testing the Specifications

The ARM specifications can be executed in HOL both symbolically or with
ground (variable free) terms. This means that one can test the specifications
by running small programs. HOL’s call-by-value conversion CBV_CONV provides
an efficient way to execute functional specifications [2]. Testing in this manner
provides a vital sanity check prior to attempting a verification. When compared
with ACL2 [I7], the HOL system is not highly optimised for simulation but the
performance is perfectly adequate for small scale testing.

9 If the destination register is the program counter then three or four cycles are needed
but while the pipeline refills nxtis is not incremented.
10 Tn particular, more cases would have to be considered during verification.
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At the ISA level it is important that the specification is able to execute ARM
code in a manner consistent with the ARM reference [22]. A handful of bugs have
arisen at this level and the absolute fidelity of the ISA specification cannot be
guaranteed. However, any lingering bugs are unlikely to be of great significance.
The micro-architecture specification is complex and far removed from the ISA
description. Here it is important to exercise the control logic, both to ensure
that code is being executed correctly and to get to grips with the workings
of the design. This is important when designs are not developed by the same
individuals that are carrying out formal verifications.

Consider, for example, the program from Sect. Bl The following theorem is
generated by executing the ISA specification for five clock cycles — one instruction
is executed on each cycle.

- STATE_ARM 5 (ARM MEMORY (REG_WRITE ZM usr 15 0x20) RESET_PSR) =
ARM MEMORY (SUBST (SUBST (SUBST (SUBST ZM (r0,0xF)) (r1,0xFFE1FFEF))
(r2,0xFFFOFFF0)) (r15,0x3C)) (SUBST ZM (CPSR,0xA0000010))

HOL’s pretty-printer has been used to display 32-bit words in hexadecimal. The
function STATE_ARM is the ISA state function and ARM is the type constructor
for the state space. The memory MEMORY is defined such that the program is
located at address 0x20 [ An effective way to define the contents of the memory
(which contains machine code) is to make use of an ARM assembler, such as the
portable GNU assembler as. The program counter is set to address 0x20 and all
other registers have value zero (the zero map ZM is Ax.0x0). The program status
register bank RESET_PSR has the CPSR set to user mode with all the NZCV
flags clear; all of the saved status registers have a zero value.
State changes are defined in terms of the substitution map:

Fas SUBST m (a,w) b = (if a = b then w else m b)

Theorems about SUBST are added to the computation set and this ensures that
multiple substitution are ordered and redundancy is eliminated.

The ARMG6 executes the same five instructions in seven cycles, therefore the
equivalent machine state is defined by the following theorem.

F STATE_ARM6 7 (ARM6 MEMORY
(DP (REG_WRITE ZM usr 15 0x28) RESET_PSR areg din alua alub)
(CTRL pipea pipeaval pipeb pipebval ireg iregval ... oareg)) =
ARM6 MEMORY

(DP (SUBST (SUBST (SUBST (SUBST ZM (r0,0xF)) (r1,0xFFE1FFEF))
(r2,0xFFFOFFF0)) (r15,0x44)) (SUBST ZM (CPSR,0xA0000010))
0x44 0x81C13072 OxFFFOFFFF OxFFFOFFFO)

(CTRL 0xE6C13242 T 0xE6C13242 T 0x81C13072 T 0x40 0x40 F T T
reg_shift t3 2 T F sctrlreg 0x10 0)

The state space type constructor is ARM6, and DP and CTRL are the data path
and control type constructors respectively. The state passed to the ARMG6 state

11 Below this address resides stub exception handling code. The rest of the memory
contains zero words.
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function STATE_ARMS6 is a pre-initial state[d The initial state is given at clock
cycle zero, which is when the initialisation function is applied and the pipeline is
filled with respect to the program counter value. After executing five instructions:
the pipeline is full, the next instruction class nxtic has value reg_shift (the
ADDS instruction has been decoded) and the next instruction sequence is t3. That
is to say, the resulting machine state is a valid initial state. The ARMG6 program
counter, both before and after execution, is eight bytes (two instructions) ahead
of the ISA program counter. Recall that the data abstraction subtracts eight
from the ARM6 program counter value.

7 Formal Verification

Correctness is defined by the following predicate.

Fi; CORRECT spec impl imm abs =
IMMERSION imm A DATA_ABSTRACTION abs (spec 0) (impl 0) A
Vt a. spec t (abs a) = abs (impl (imm a t) a)

The immersion predicate ensures that imm is well-defined — it must be a state-
dependent and strictly increasing map between clock cycles. The data abstrac-
tion predicate ensures that all the initial states at the ISA level are represented
by at least one initial state at the micro-architecture level. The remaining con-
dition is a commutativity property: this is quantified for all clock cycles (at the
ISA level) and for all states at the micro-architecture level. This correctness def-
inition is intentionally abstract, giving no bias to a verification strategy: spec
and impl are arbitrary state functions — they need not be iterated maps with
next state functions.
The main correctness goal for the ARMG6 verification is:

F CORRECT STATE_ARM STATE_ARM6 IMM_ARM6 ABS_ARM6

The data abstraction ABS_ARM6 projects out the memory and registers banks; it
also subtracts eight from the program counter value. The immersion IMM_ARM6
is uniform, it is defined in terms of a duration map DUR_ARM6: this maps (initial)
machine states to a positive number of clock cycles. For example, with the code
from Sect. [f] the duration map gives the values: 1, 1, 1, 3, 1, 2, 2. This is the
number of machine cycles needed to execute each successive instruction. The
corresponding values given by the immersion are: 0, 1, 2, 3, 6, 7, 9, 11.

The one-step theorems [7] are used to reformulate the main correctness goal,
giving the following four goals:

F Va. (b = STATE_ARM6 (IMM_ARM6 a 0) a) => (STATE_ARM6 O b = b)
F Va. (b = STATE_ARM6 (IMM_ARM6 a 1) a) = (STATE_ARM6 0 b = b)
F Va. STATE_ARM O (ABS_ARM6 a) = ABS_ARM6 (STATE_ARM6 (IMM_ARM6 a 0) a)
 Va. STATE_ARM 1 (ABS_ARM6 a) = ABS_ARM6 (STATE_ARM6 (IMM_ARM6 a 1) a)

12 The ISA state components are set; the remaining data path and control components
are represented with free variables.
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The commutativity condition is replaced by cases for cycles zero and one. This
now provides a good means in which to tackle the verification — these goals can
be readily expressed in terms of next state, initialisation, data abstraction and
duration functions. The first two conditions represent an initialisation invariance
(closure) property for the pipeline. The first and third goals are easy to verify
because the ARMG6 initialisation function does not tamper with the ISA state
components. The second and forth goals represent the main verification effort.

The proof strategy is conceptually quite simple: evaluate the state functions
using term rewriting with appropriate case splitting. However, the complexity of
the specifications means that a naive verification (for example, a single applica-
tion of HOL’s RW_TAC) is not tractable; see [10]. The bulk of the term rewriting
was carried out using call-by-value conversion (Sect. [d) with the computation
set judiciously chosen. States are evaluated up until applications of read and
write operations over the memory and register banks. There are many cases to
be explored and this is a product of the ARM instruction set which supports:
byte/word access, pre- and post-indexing, register write back (for load-store in-
structions), conditional updating of the status flags, three shift modes and five
shift operations, six operating modes (banked registers), conditional execution,
exceptions, and branches through writing to register fifteen. Cases are verified
using a set of lemmas — about one hundred were used in total. Most of these
were fairly trivial, for example: a small set dealt with register access (write-write,
write-read and read-write) and a number deal with data operations (reasoning
about bit fields). The block data transfer instructions were the hardest to verify
because a number of non-trivial lemmas were required.

The proof strategy simultaneously covers both the control and data aspects
of the design. A number of tricky lemmas about 32-bit data operations were need
— for example, the field extractor and barrel shifter are used to implement byte
memory access. Having a well developed and extensive library of word theorems
is of great benefit here. In some instances there was a temptation to cheat — the
specifications could have been modified to bring up easier proof obligations. How-
ever, this path was resisted: the ISA remains abstract and the micro-architecture
is true to the implementation. Verifying these theorems is regarded as being an
important part of the formal verification. A decision procedure for the new word
theory would be a useful development but this is unlikely to provide a panacea
because the specifications incorporate natural number operations.

7.1 Self Modifying Code

Before carrying out the verification it was clear that, in one regard, the ARMG6 is
not correct (as defined by CORRECT) with respect to our ISA specification. This
is because data store instructions can invalidate the pipeline state. For example:

STR r0, [pc,#-4]
STR r0, [pc]

update the fetched and decoded instructions respectively, but the ARM6 does
nothing about this. Consider the first store: if rO contains an ADD instruction then
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at the ISA level the store would be followed by the ADD, whereas the ARMG6 will
execute the instruction originally after the store, which is contained in pipeb.
This means that correctness is violated. This problem only arises when writing
to the two addresses immediately following the instruction being executed, and
so code modification is not a problem per se.

To tackle this a number of options can be considered:

1. Modify the correctness condition to contain a predicate asserting the non-
presence of destructive self modifying code. This approach has been used by
Sawada and Hunt [21].

2. Change the data behaviour of the ISA and ARM6 models. If data store
instructions do not write over (clobber) the following two instructions, then
correctness holds. This involves minor changes to both specifications and
preserves the ARM6 pipeline behaviour. This approach was tried first and
has the advantage that our definition of correctness can be easily maintained.

3. Change the pipeline behaviour of the ARMSG6 so as to correctly implement the
abstract ISA behaviour. This has been implemented using data forwarding
but it does affect the timing of STR instructions — an extra cycle is sometimes
needed.

4. One could no longer regard the memory as part of the ISA and micro-
architecture state spaces i.e. just model the processor core. A correctness
model with input and output could be used [7] to model interactions with a
memory management unit. This has not been implemented but may be in
future. This approach may well have advantages, especially if one wishes to
introduce more advanced memory models (i.e. caching).

5. Modify the ISA specification to implement the pipelined instruction sequence
behaviour. This has been implemented successfully and one advantage of
this approach is that the pipelined ISA is an accurate abstract model of the
ARMG6, which is useful for simulation purposes.

6. The ISA executes instructions given by the ireg component of the ARMG6
state space. This has been combined with the previous option to show that
the pipelined ISA implements an instruction stream version of the ISA.

Having to deal with disruptive self modifying code is a nuisance from a verifi-
cation standpoint. In practice, programs never modify instructions that are just
about to be executed. This is the reason why ARM has decided not to waste
effort in this regard. Any of the above options is reasonable — the choice will
depend on the context i.e. the required level of fidelity for the specifications.

8 Conclusion

This paper has identified several elements that are important in the verification
of microprocessor designs. The ARM6 verification has benefited from having a
pre-existing and mature framework (formalised in HOL) that is suited to the
verification of a wide range of computer systems [12/7)8]. This framework gives a
clean and strict definition of correctness and a clear verification path through the
use of one-step theorems. With the addition of a new word theory, HOL provides
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good support for the production of compact and executable formal processor
specifications. Furthermore, being able to verify word theorems was an essential
part of the ARM verification. Although the specifications are executable, HOL
is not ideally suited to this task — execution is somewhat slow, especially when
compared with ACL2 and PVS. This is likely to improve in due course — Konrad
Slind (Utah) is working on a mechanism to execute HOL in ML. This would
be very useful for simulation but there are still clear benefits in using a fully
expansive (logical kernel) approach for the verification.

Working with the ARM architecture raised the question of how to handle un-
predictable (processor dependent) behaviour. Introducing non-determinism is an
obvious solution but this is not ideal from a simulation or verification perspective
— deterministic models are easier to work with. Ideally an ISA is developed first
and it provides a target for all future processor designs. However, in practice
ISAs evolve, are extended and are at best only partial specifications. Proces-
sors themselves tend to be the main determiners of semantics, which is why the
ARM programmer’s model has such a muddled view of the program counter.
In this respect the ISA model should simply be viewed as a (relatively) clean
and verified abstraction for a given processor. Nevertheless, it is clear that more
research can be carried out at this level — showing that the core (predictable)
parts of ISA models concur. Furthermore, assemblers introduce another level of
abstraction which could also be modelled.

The ARM architecture was not designed with verification in mind but its
strong adherence to the RISC ethos makes it reasonably well suited to formal
specification and verification. The verification took approximately one man year
to complete. It is believed that verifications of later 5-stage designs (ARM7 and
ARMY) ought to be quite feasible. The latest model, the ARM11, has parallel
pipelines but it is not superscalar (it has single instruction issue) and it might
also be a good target for formal verification. The current verification may be
widened to include the ARM6’s CISC multiplication, which will make the micro-
architecture verification instruction set complete.
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Abstract. Using the Isabelle theorem prover [10]] we have developed a program-
ming logic for Java bytecode, and demonstrated that it can be used to prove prop-
erties of simple bytecode programs involving loops. Our motivation for this was
to produce a method by which Java Just-In-Time (JIT) compilers could be as-
sisted to produce more efficient code. This paper discusses the issues involved
in the development of the programming logic as it stands, and suggests possible
extensions to it. We also describe our experiences of the difficulties inherent in
carrying out proof at the level of bytecode instructions, along with the benefits
and disadvantages of using a mechanized proof tool.

1 Introduction

One significant disadvantage of interpreted bytecode languages, such as Java, is their
low execution speed in comparison to compiled languages like C. The mobile nature of
bytecode adds to the problem, as many checks are necessary to ensure that downloaded
code from untrusted sources is rendered as safe as possible. But there do exist ways
speeding up such systems.

One approach is to carry out static type checking at load time, as in the case of the
Java Bytecode Verifier. This reduces the number of runtime checks that must be done
and also allows certain instructions to be replaced by faster versions. Another approach
is the use of a Just In Time (JIT) Compiler, which takes the bytecode and produces
corresponding native code at runtime. Some JIT compilers also carry out some code
optimization.

There are, however, limits to the amount of optimization that can safely be done by the
Verifier and JITs; some operations simply cannot be carried out safely without a certain
amount of runtime checking. But what if it were possible to prove that the conditions
the runtime checks guard against would never arise in a particular piece of code? In
this case it might well be possible to dispense with these checks altogether, allowing
optimizations not feasible at present. In addition to this, because of time constraints,
current JIT compilers tend to produce acceptable code as quickly as possible, rather
than producing the best code possible. By removing the burden of analysis from them it
may be possible to change this.

Using the Isabelle theorem prover [10] we have developed a programming logic,
and demonstrated that it can be used to prove properties of simple bytecode programs
involving loops. Indeed, for any bytecode program involving array update in which
the array load instruction is at the very beginning of the body of the loop, it would be
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possible to prove that it would be safe to eliminate the array bounds check contained in
the assembly code for that instruction.

This paper discusses the issues involved in the development of the programming logic
as it stands, and suggests possible extensions to it. We also describe our experiences of
the difficulties inherent in carrying out proof at the level of bytecode instructions, along
with the benefits and disadvantages of using a mechanized proof tool.

2 Related Work

A large amount of work has been done in recent years on formalizing aspects of the
Java language and the JVM, such as the work of Drossopoulou and Eisenbach [4]—
and Syme’s treatment of this in an automated prover [13]]—and that of Nipkow and
von Oheimb [9)]. The Extended Static Checking (ESC) Project [3] and the LOOP
Project [6]include work done on proving properties of specific Java programs; Moore
also describes work done in this area in [&]].

Our own work is based on the work described in Formalizing the Java Virtual Machine
in Isabelle/HOL [11]), in which Cornelia Pusch details her formalization of the JIVM—
which she describes as preliminary—in the theorem prover Isabelle (using the HOL
object logic). Pusch’s aim is to provide a formal version of the Java Virtual Machine
Specification [7] that is not prey to the ambiguities and inconsistencies which tend to
creep into informal specifications (and indeed do in the case of the JVM Spec). Although
a large subset of the Java language is formalized, there are areas not treated in this
implementation. These include exception handling and dynamic class loading.

The paper outlines the formalization of both static aspects of Java programs, e.g. well-
formedness of classfiles and relations between classes, and properties of the Java run-time
system including object initialisation and the JVM heap. The author also describes an
operational semantics for the subset of the JVM instruction set considered.

Our proofs are based on Pusch’s formalization, with the addition of the JVM in-
structions iadd and iinc. Also, the representation of branching instructions was altered
to keep all branching proofs in the realm of natural number arithmetic. This avoided
situations where it was necessary to cast integers to natural numbers and back again, and
greatly simplified the Isabelle proofs.

3 A Programming Logic for Bytecode

to prove properties of the bytecode programs themselves, rather than the corresponding
Java source was made based on three factors:

— Java programs are downloaded by consumers as bytecode, not source

— It is perfectly feasible (albeit not common in practice) to produce Java bytecode
from another high level language, e.g. C, ML

— It removes the need to verify the Java compiler itself

In order to reason about properties of bytecode programs it is necessary to develop
a logical framework that supports this. The fact that bytecode is ‘flat’ and contains goto
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instructions presents difficulties not encountered in the standard logic, which deals with a
structured programming language. The standard Hoare logic has three main components,
however, which can equally be applied to bytecode programs, namely:

— The notion of evaluation of a section of code in the language (which can be based
on the operational semantics)

— Definition of a pre- and post-condition relation on execution of code.

— Higher level rules for combining patterns of code

The development of some logical relations corresponding to the first item in this list—the
evaluation of bytecode—is discussed in the rest of this section. SectionHl and Section Bl
will deal with the remaining two elements of the programming logic.

There are three execution relations for bytecode instructions. The block execution
relation (Section [3.T]) describes the complete execution of a block of bytecode. The se-
quence execution relation (Section 3.4)) describes the complete execution of a block of
bytecode of a very restricted class of instructions. Finally, the execution path relation
(Section [3.2)) is concerned with the relationship between intermediate states in the ex-
ecution of a block of bytecode and the initial and final states. All are necessary for the
development of the programming logic discussed in Sections 4] and[3

3.1 Block Execution Relation

The conventional Hoare logic is based on an operational semantics where execution
begins at the start of the sequence of commands and finishes at the end (assuming the
program terminates). But with bytecode there is the possibility of jumping info the code
at some point after the start and out at a point before the end. One possibility is to state
that execution of a sequence of instructions has finished when the program counter is
no longer pointing into the sequence.

This results in the definition of a relation describing the execution of a list of bytecode
instructions in which if execution begins in state ¢ inside a sequence, it results in state
o', where the program counter of ¢’ is outside the section.

Suppose that

— CFS is aset of Java Classfiles (a classfile contains all the information pertaining to
a single Java class)

— The start of the bytecode sequence is signified by s, and the finish by f, where s
and f identify a single instruction in CF'S

— o and o’ are JVM states

We write (CFS, o) —;> o’ to mean that executing the sequence of instructions in CF'S

that begins at the instruction identified by s and ends at the instruction identified by f in
the state o results in the state o’, where the instruction identified by ¢’ is not contained
the sequence of instructions in CFS bounded by s and f.

The relation is defined inductively (c.f., Winskel [14]) with respect to two rules: the
Stop rule, referring to the case in which one step of execution results in the program
counter being outside the sequence of instructions under consideration; and the Continue
rule, which pertains to the case where, after one step of execution, the program counter
is still within the block of code delimited by s and f. The Continue rule constitutes the
inductive part of the definition, as the relation is defined in terms of itself.
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3.2 Execution Path Relation

The block execution relation can be used to reason about an intermediate state in the
execution of a block and the final state. It does not, however, allow discussion of the
connection between an intermediate state and the initial state, or between two interme-
diate states, as both the states in question are inside the block. Since it is clearly useful
to be able to do this, a relation that enables us to reason about two states, at least one
and possibly both of which, are within a particular sequence of bytecode is needed.

The execution path relation is defined as the set of pairs of states obtained by a
successful execution step, where the program counter of the first member of the pair is
inside the block in question. This relation is particularly useful in the proof of soundness
of the while rule (Section 6), where we must reason about the relationship between the
initial state and various intermediate states in the execution of the loop.

3.3 Data-Equality of States

Before describing the third execution relation, it must be noted that it is not possible to
talk meaningfully about deterministic execution in terms of an entire JVM state. Pusch’s
formalization of the JVM aims to mirror as closely as possible the ‘real world’ in which
Java bytecode programs are executed. Consequently, in Pusch’s model of the JVM world
instructions are not viewed in isolation as independent entities completely isolated from
the idea of ‘state’, but are themselves part of the environment described by a set of
classfiles and a JVM state.

Suppose we have a sequence of instructions that appears in two different classes
within a set of classfiles. Normally we could prove that executing either sequence starting
in a state o would result in state ¢’. In the world of the JVM, however, the differing
positions of the sequence within the set of classfiles means that not only would the final
not be identical, the initial states would also differ from each other in several places, e.g.
program counter, classname, method name. Therefore, in order to discuss determinism
in the accepted sense of the word, we must define a different type of ‘equality’ for states.

Two states are said to be data-equal if their exception values (indicating whether an
exception has been thrown and consequently causing execution to halt) and the values
of the stack and local variables in the top frame of their frame stacks are equal. Of
course, this definition of data-equality is not the only possible one. For example, if we
wished to talk about a situation involving the execution of instructions which reference
the heap, this would have to become part of the definition of data-equality. But, while it
is apparent that there may be several equalities of this nature, the above definition will
be used throughout this document.

3.4 Sequence Execution Relation

Using the idea of data-equality described above, we now define a relation operating only
on the elements of state involved in the definition of data-equality, the relevant instruc-
tions as a sequence in its own right, and a pointer into the current position within this
sequence. This relation allows us to reason about sequences of instructions independent
of their position in a set of classfiles.
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Like the block execution relation (3.1}, the relation is inductively defined by two
rules, one referring to the case in which one step of execution results in the program
counter being outside the sequence of instructions under consideration; and the other
pertaining to the case where, after one step of execution, the program counter is still
within the instruction sequence.

4 A Pre- and Post-condition Relation for Execution of Bytecode

Having defined execution relations for bytecode programs, we now define a pre- and
post-condition relation for the execution of such programs. Traditionally, such a relation
is defined in terms of the various syntactic patterns of the programming language in
question. As bytecode programs are flat, no such patterns are explicit in the code and we
must therefore determine what constitutes, for example, a loop or a conditional statement.

We write {P} xs {Q} to mean that for all classfiles CFS containing the in-
struction sequence xs bounded by the instructions identified by s and f (written
CFS[s...f] = us), if the condition P holds in state o and (CFS, o) *;> o', then

condition @ holds in state ¢’. The definition is given by cases on whether or not s is
empty.

{P} [1 {Q}=V CFS o o'. P(o) — Q(o') M

{P}z:2s{Q}=VCFSod sf
(<CFS,O’>%> o A

CFS[s...fl = z:2s A @
(pc(o) = pe(s)) A P(o))
— Q(o")

4.1 Rules

Using this definition and the execution relations described in Section 4, we have derived
rules for a number of common bytecode patterns. These include precondition strengthen-
ing, postcondition weakening, a rule for combining two consecutive blocks of bytecode
(analogous to the sequencing rule in the standard logic), and a rule for joining an uncon-
ditional branch forward instruction to its target block while including any intervening
instructions.

While the proofs of these rules involve a large amount of detail, the underlying
methods do not involve any techniques not previously mentioned in this paper. The
discovery of a rule for loops in the bytecode and a proof of its soundness, on the other
hand, are not at all straightforward and require the introduction of several new concepts.
We therefore describe them at more length in the next two sections. A rule for blocks
including a conditional branch forwards instruction (similar to the if rule in the standard
logic) was also derived using techniques developed in the proof of soundness of the loop
rule. This is described in [12].
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4.2 A Rule for Loops in Bytecode

Unlike the simple imperative language used in the standard Hoare logic which contains
the while command, there are no explicit loop constructs in bytecode programs. In order
to develop rule for programs containing loops it is therefore necessary to identify the
patterns of bytecode instructions that are used to code them. Of course, Java programs
may contain loops other than while loops—namely for loops and repeat-until loops. For
the purposes of this work, however, we shall restrict our attention to while loops.

A diagram showing the outline of this loop can be seen in Figure [I, where zs
represents the instructions making up the body of the loop, and ys the instructions used
to prepare the stack for the conditional branch. A general representation of such a loop
may now be written as the list of instructions

[(UBF |xzs| + 1)]Q[zs]@Q[ys]|@Q[(CBB |xsQys|)] 3)

where UBF |zs| + 1 is the unconditional branch instruction to the head of ys—a jump
of one more than the length of xs, and CBB |zsQys| is the conditional branch back
to the start of xs—a jump of the length of xsQys. While other possible forms of such
loops exist—e.g.

[ys]@Q[CBF |[(UBF |zs| + 2|Q[zs]@Q[UBB |rsQys| + 1] 4)

—we shall discuss only loops of the form ([B). Treatment of the alternative forms would,
however, be similar. The while rule in the standard Hoare logic is

Unconditional I | I | Conditional
Branch Xs | l ys | l Branch

Fig. 1. Loop structure

{PAS} C {P}
{P} while S do C {P N-S}

&)

Where P is an invariant of the loop and S is the loop guard. In a similar rule for the
bytecode representation of a while loop it seems obvious that zs in the diagram above
corresponds to C (the body of the loop), and that the invariant P does not depend on the
language we are dealing with. This leaves the question of what constitutes .S, the loop
guard, in the bytecode.

This is not immediately obvious, as the loop guard is not explicit in the bytecode,
as it is in the higher level language. One possible candidate is the branching condition
of the conditional branch instruction in the loop. But a side effect of the comparison
is to pop the values involved in this comparison off the stack, with the result that any
predicate involving the top of the stack is meaningful immediately before execution of
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the branch instruction. As we need to be able to talk meaningfully about the loop guard
at various other points in the loop, this is clearly not the answer.

In fact, what is needed is to effectively *wind back’ the conditional being tested until
we have a condition in terms of actual variables and values rather than items on the stack.
We are, in effect, reconstructing the original guard condition present in the Java source
code which is concealed in the bytecode instructions. If we look at the bytecode for the
loop we can see that the sequence of instructions ys is executed prior to the conditional
branch every time through the loop. These instructions ‘set up’ the stack so that the
correct values are there ready for the comparison. By taking the weakest precondition
of these instructions with respect to the condition of the branch we are able to determine
the actual guard S.

4.3 Data-Equality and the Weakest Precondition

For the purposes of our loop rule, we define a version of the weakest precondition in
terms of the sequence execution relation (Section 3.4)) rather than the block execution
relation. This effectively transforms the definition into that of the conventional definition
of weakest precondition, where only the ‘non-positional” parts of a state, i.e. the stack
and the local variables, are relevant.

This definition does not replace a definition of weakest precondition in terms of
the block execution relation, since the sequence weakest precondition can only be used
to reason about classfile independent instructions (3.4). But, since the instructions we
wish to determine the weakest precondition of in a well-formed while loop are classfile
independent, this definition is suitable.

It is also necessary to include the fact that all states discussed in relation to the
sequence weakest precondition are non-terminating—a condition which requires that
the state’s list of stack frames is non-empty. As the calculation of the smaller states used
in the sequence execution relation (3.4) involves taking the head of the frame list of a
JVM state, it is necessary that the frame list contain at least one element.

Data-equality and Loops. One major difference between the execution of a while loop
in an imperative language and a loop sequence in the bytecode is the effect of executing
the ‘structure’ of the loop. As discussed in Section a general pattern for loops in
bytecode is

[(UBF |zs| + 1)]Q[xs|Q[ys]Q[(CBB |zsQys|)] (6)

where the instructions xs represent the loop body, and the instructions (UBF |xs| + 1),
ys, and (CBB |xsQys|) constitute the structural parts of the loop.

In the imperative language, the rules for execution state that executing a while state-
ment in an initial state in which the loop guard is false results in an unchanged state . In
the bytecode, execution of a loop sequence in which the guard is false in the initial state
results in a different state, as evaluating the sequences which constitute the structure of
the loop means the value of the program counter will have changed. This is shown in
Figure[2l
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Similarly, with the situation where the body of the loop is executed, if a while
statement is executed in state o in which the loop guard is true, we can talk of executing
the body of the loop in the same state—evaluation of the loop guard does not affect the
state. Again, this is not the case in the bytecode sequence. This is shown in Figure 2|

Atfirst glance, this may seem likely to add to the complexity of a proof of the bytecode
rule. But closer inspection of the effect of executing the structure of a bytecode loop
sequence, shows that the only element of the state affected (assuming the instructions
concerned satisfy certain constraints) is the program counter. This means that once again
we can use the idea of data-equality, discussed in Section 3.3

As the branch condition does not mention the program counter, and assuming that
the loop invariant does not either, data-equal states in the bytecode execution can take
the place of equal states in the source code execution. In addition to this the elements
of a state involved in data-equality are also the elements that make up the states used in
the sequence execution relation, and consequently the sequence weakest precondition.

Currently, the fact that our logic limits certain instructions to those which are classfile
independent, means that loop invariants are constrained to predicates that are concerned
solely with the operand stack, stk, and local variables, loc, of a method frame. The
function (assert Q) provides a way of applying such a predicate, @, to a complete JVM
state.

5 Proof of Soundness of the Loop Rule

In light of the issues explored in the previous section, our proposed rule for loops is as
follows
{(assert P) A sequencewp(ys, branch_cond)} xs {(assert P)};
well_formed_loop [(UBF |xs| + 1)|Q[zs]Q[ys|Q[(CBB |zsQys|)]
{P} [(UBF |zs| + 1)]Q[zs]Q[ys]Q[(CBB |zsQys|)]

{(assert P) A\ =(sequence_wp(ys, branch_cond)) A not_term_state}

)

where not_term_state denotes a state that will not—through the presence of an excep-
tion, or the absence of any further instructions—cause execution to terminate.

In the conventional Hoare logic, the proof of soundness for the while often depends
on the proof of two subsidiary properties: that the loop guard is false on exit, and that
execution of the loop preserves some invariant. In a conventional axiomatic semantics
these are very simple to prove as they follow almost immediately from the execution
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rules for the language ([14]). In the bytecode world, however, they are considerably
more difficult to prove and we discuss the methods used to achieve these proofs in some
detail.

5.1 Outline of Proof

After rewriting the loop rule with the definition of the pre- and post-condition relation
and simplifying, our goal is to show that for the final state o in the execution of the loop

((assert P) A (— sequence_wp(ys, branch_cond)) A not_term_state) o, (8)

The proof of the second element of the conjunct can be obtained immediately by the
theorem stating that the loop guard is false on exit (Section[3.2). Similarly, a proof of
the third conjunct can be achieved quite straightforwardly from the fact that the current
logic deals only with programs that execute without throwing exceptions. The proof of
(assert P) o, is slightly more complex, involving a proof that the invariant is preserved
by the ‘structure’ instructions of the loop. The following sections discuss the proof
strategies for the two main theorems needed for this result.

5.2 Loop Guard False on Exit

In a well formed loop the conditional branch backwards instruction is executed at least
once, and is the only instruction in the loop whose execution can result in a state in
which the program counter is pointing outside the loop.

Our proof strategy involves showing that there exists a penultimate state o,, 1, whose
program counter points to the conditional branch instruction. Execution of the branch
instruction in state o,,_; results in a state o, the program counter of which points to
the instruction immediately following the loop.

We know that the branching condition must be false in state o,,_1 or we would have
branched back into the loop and not reached state o,,. We then prove that this implies
that there exists a state o,, o, with program counter pointing to the first instruction in ys,
in which the sequence weakest precondition does not hold. From the referential trans-
parency of the instructions ys and the operational semantics of the branching instruction,
we know that o,,_o and o,, are data equal.

This means that — ((sequence_wp(ys, CBB_cond)) 0,), and so we have shown
that the guard condition is false on exit from the loop.

5.3 Invariant Preserved by Execution of Loop

It is obvious that, in order to prove that the preservation of an invariant , P, by one
execution of the loop body implies its preservation by multiple executions, it will be
necessary to use some form of inductive argument. This is the approach used in the
proofs of soundness of the while rule for more traditional Hoare logics [14.2], and these
proofs are reasonably straightforward as in the inductive definition of the language, one
step of execution corresponds to one execution of the body of the loop.
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Fig. 3. Decomposition of loop

In the bytecode programming logic, however, this is not the case. The block execu-
tion relation works at a much finer grain, i.e. that of individual bytecode instructions,
several of which may be needed to represent a single ‘higher level” instruction like array
assignment. And, although the invariant holds at the beginning and end of the body of
the loop, it may not hold anywhere between these points.

In standard inductive definitions of execution like those mentioned above, this is not a
problem as the body, C, of a loop many be inductively built up from several commands
Ci,...,Cp, but is viewed as a single command in its own right, thereby abstracting
away from the finer detail and allowing its execution to be viewed as a single step. In
the block execution relation however, a single step of execution is the execution of a
single bytecode instruction, and so we cannot use the block execution relation directly
to reason about the preservation of P across a loop body consisting of several bytecode
instructions.

It is clearly necessary to find a relation describing a ‘big step’ of execution in the
bytecode world. If the execution of the loop can be described in such a manner we can
then carry out a successful induction leading to the proof of the invariant’s preservation.
Of course, this relation must also take into account the fact that we must explicitly
execute the ‘structure’ of the loop, represented by the instructions ys@[CBB].

5.4 A ‘Big Step’ Execution Relation for Loops

If we consider the section zs@Qys@Q[CBB] of a well-formed loop for which the relation
(CFS,00) %% oy holds, we see that it could be viewed as two separate blocks: xsand

ys@Q[CBB]. The states opand o, can then be seen to be members of the set of states

{(a,b): Fc.(CFS,a) S—I; © A
s+ |xs

pe(a) = pe(s) +1 A ©

(CFS,¢)° *‘—fl gyt

as, even if the branch is taken back to the start of xs, the state b is outside the block
ys@[CBB] and so the relation holds. This is shown in Figure @ and Figure @l

As the pairs of states in this relation span the whole of the block xsQys@Q[CBB] we
now have a relation upon which we can perform induction. The proof that o, stgma,,
are in the block execution relation implies that they are also in the ‘big step’ relation is
described in detail in [12].
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Fig. 4. Loop as transitive closure of blocks

6 Verification Examples

For the simple Java bytecode program

bipush 0
istore 1
goto 8

iinc 1 1
iload 1
bipush 5

10 if_icmplt 5
13 return

© 00 0N+~ O

we proved, using our programming logic, that the final value in local variable 1 (written
loc!1)is equal to 5. Although this is an extremely small example, the rules would work
equally well on larger programs. More significantly, for a loop program containing an
array operation as the first instruction in the loop body, it would be possible to prove
that it is safe to eliminate array bounds checks.

Unfortunately, the code produced by most Java compilers for an array operation
inside a loop does not place the array operation at the start of the loop body. In order
to deal properly with such ‘real life’ examples some sort of assertion mechanism would
have to be introduced to the logic, whereby it could be asserted that immediately prior to
execution of an array instruction the array reference was non-null and the index within
bounds.

7 Conclusions

In this section we describe our experience of using a mechanised proof tool in this work,
and suggest possible extensions to the programming logic.

7.1 Bytecode Proof and Mechanized Reasoning

The use of a mechanized proof tool is central to our results. It has the benefit of enabling
us to keep track of quite complex proofs involving many definitions. Additionally, as
mentioned before, it provides an additional degree of confidence in the validity of these
proofs. The Isabelle system was considered particularly suitable for our work as it fa-
cilitates the definition of logics and subsequent proofs involving them. In the course of
the work, however, we did encounter several difficulties which offset these advantages.

As previously discussed, bytecode programs lack the sort of syntactic structure
present in the higher level languages for which Hoare logics are more usually defined.
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This means that rather than recognising, for example, the keyword while and applying
the relevant rule, we must identify ‘structural instructions’ within a bytecode pattern,
check that they conform to certain constraints, and explicitly execute them. This results
in a great deal of proof in addition to that necessary in the conventional logics (c.f.,
Chapter 5).

Possibly the main difficulty we encountered in the course of this work was the sheer
length and complexity of the proofs involved. Although the concepts behind the proofs
can be communicated in a fairly high-level way to human beings—as we hope we have
demonstrated in the preceding chapters—this approach does not work with Isabelle. The
JVM world is very detailed; it contains a great deal of information and the Isabelle model
must reflect this. It means, however, that there can be no ‘glossing over’ of the details,
and every inference however small, must be spelled out.

The proofs of the various theorems in this report each run to several hundred lines of
code, not including the necessary lemmas. The files related to the soundness of the while
rule contain in the region of 10,000 lines of code. The complete count for the whole logic
is around 22,000 lines. It is likely that this could be reduced to some extent by packaging
repeated patterns of proofs as tactics, or by more effective use of the automatic tactics.
It gives an idea, however of the amount of detail involved in the proofs.

One other drawback to the structureless form of bytecode programs is the necessity
of dealing with a large number of proofs involving lists. Normally this would not be a
problem: proofs of list properties can usually be shown by induction, and the Isabelle
distribution contains many lemmas about lists already. Unfortunately the lists of instruc-
tions we are interested in are often not lists in their own right as such, but slices of a larger
list. As we are, in a sense, coming at the list from both ends we cannot use induction: if
we induct on the start position we change the length of our list, similarly with induction
on the end point; if we try to induct on the slice itself we upset the relationship between
the start and end points. This means that we must rely on rewriting with the various
lemmas for take and drop, which can result in some quite tricky proofs.

The fact that instructions are not viewed as independent entities, but rather must
be extracted from a set of classfiles and a state, means that a lot of information is
contained within the assumptions of each proof. The block execution relation involves
two states each of three elements, a set of classfiles, two class name identifiers, two
method identifiers, and two program counter values; so an assumption or definition
involving quantification over these variables requires thirteen instantiations. Often there
are too many possibilities for Isabelle’s resolution tactics to work these out automatically,
so each variable must be instantiated by hand.

The large number of assumptions in many of the proofs also frequently confuses
the automatic tactics. It is often the case that the simplifier will get nowhere with a
particular goal if it contains many assumptions not pertinent to the desired conclusion.
But if the relevant assumptions are extracted and used in the goal of a separate lemma the
tactics succeed almost straight away. This may be a problem that is solved in more recent
versions of Isabelle; in particular the rewriting of asm_full_simp_tac so that results
do not depend on the order in which the assumptions appear might well have a significant
effect on this problem. Unfortunately, one of the more recent versions of Isabelle made
significant changes which would have necessitated changes in Pusch’s formalization of
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the semantics, and consequently we made to decision to stay with our current version
(Isabelle99) of the prover despite the improved features of newer versions.

Certainly the size and complexity of our proofs was pushing the limits of the com-
puting power available to us. On a machine running at 400 MHz with 256 M of RAM, it
was frequently the case that the proof would exceed the available memory and Isabelle
would terminate.

These difficulties call into question the wisdom of attempting proofs of bytecode
programs. But, as mentioned before, despite its drawbacks, the stack based virtual ma-
chine appears to be here to stay, at least for the foreseeable future. Therefore the ability
to carry out proofs at this level has a definite value.

7.2 Further Work

Having developed a simple programming logic for bytecode programs, there are a num-
ber of ways in which it could be extended. The most obvious first step is the extension
of the operational semantics to include all bytecode instructions available in the JVM,
rather than the subset currently treated. One possibility would be to transfer the basis
of the work to the MicroJava theories [ 1] which include a larger set of instructions and
deal with exception handling.

In terms of the bytecode execution relations, the main drawback is their restriction on
states to be all in the same method of a particular class. This means that it is impossible
to work with bytecode programs that include method invocation or return, which is
obviously not a realistic situation. One possible way of allowing this might be to in
effect inline the code of the method being called, which would result in a larger block
that included the code of all methods called, although this would not work for recursive
methods.

The fact that our programming logic relies on the code being executed never throwing
exceptions is again unrealistic in a real world situation. Consequently, another useful
extension would involve modelling Java’s exception handling method in the operational
semantics, and altering the programming logic in such a way that it allows reasoning
about programs that terminate abruptly as a result of exceptions being raised. The logic
described by Jacobs in [5] has this ability.

Finally, it would be useful to add assertion statements to the programming logic.
This would allow the proof of assertions at intermediate points in a program, rather than
just the start and finish.
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Abstract. Subroutines are a major complication for Java bytecode ver-
ification: they are difficult to fit into the data flow analysis that the Java
Virtual Machine (JVM) specification suggests. We examine the problems
that occur with subroutines and give an overview of the most prominent
solutions in the literature. Using the theorem prover Isabelle/HOL, we
have extended our substantial formalization of the JVM and the byte-
code verifier with its proof of correctness by the most general solution
for bytecode subroutines.

1 Introduction

Bytecode verification is a static check for bytecode safety. Its purpose is to ensure
that the JVM only executes safe code: no operand stack over- or underflows, no
ill-formed instructions, no type errors. Sun’s JVM specification [I12] informally
describes an algorithm for it: an iterative data flow analysis that statically pre-
dicts the types of values on the operand stack and in the register set. Abstractly,
the bytecode verifier (BV) is a type inference algorithm.

The relatively simple concept of procedures in the bytecode language does
not seem to fit nicely into this data flow analysis. Bytecode subroutines are the
center of numerous publications, the cause of bugs in the bytecode verifier, they
even have been banished completely from the bytecode language by Sun in the
KVM, a JVM for embedded devices.

The contributions of this paper are the following: we advance the field of
Java bytecode verifcation with a mechanically verified and executable BV that
supports bytecode subroutines; we report on one of the largest applications of
the interactive theorem prover Isabelle/HOL [f]; and we make explicit some
important assumptions about the type system that remain implicit or are missing
completely in pen and paper formalizations.

The formalization we present is the continuation of our work on pJava [S/9],
a downsized version of the real Java and JVM. The formalization includes the
source language, with operational semantics and a proof of type safety, as well
as the bytecode language, with operational semantics, proof of type safety, and
executable bytecode verification algorithms. We can only show selected parts of
this substantial development here, focusing on the subroutine aspect.

After introducing the JVM (§I.1), bytecode subroutines (§L.2)), and the byte-
code verifier together with the problems brought forward by subroutines (§I.3),
we present the Isabelle/HOL formalization of subroutines in the pJVM (§2)), and
the bytecode verifier (§3)).

D. Basin and B. Wolff (Eds.): TPHOLs 2003, LNCS 2758, pp. 55-[70] 2003.
© Springer-Verlag Berlin Heidelberg 2003
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int m(intn) program
0Load 1 counter
frame 1Jsr+2
2 Return
o 3 Store 2 operand )
" 4 LitPush 5 stack registers
% | 51Add 5 |7 W
frame “| 6 Ret2
Method Heap
Frame Stack

Fig. 1. The JVM.

1.1 Java Bytecode and the JVM

Sun specifies the JVM in as a stack based interpreter of bytecode methods.
It comprises a heap, which stores objects, and a frame stack, which captures
local data of currently active methods.

When the JVM invokes a method it pushes a new frame onto the method
frame stack. As Fig. [[] indicates, this frame contains the method’s program
counter, operand stack, and register set. These and the heap are manipulated
by the method’s bytecode instructions. For example, the IAdd instruction re-
moves the topmost two values from the operand stack, adds them, and pushes
the result back onto the operand stack. Register 0 is usually reserved for the
this pointer of the method. The next p registers store the p parameters, and the
rest is dedicated to local variables declared inside the method. The heap stores
dynamically created objects while the operand stack and registers only contain
references into the heap. Each method has an exception handler table, which is
a list of tuples (s,e,pc’,C'). When an exception E occurs, the JVM searches this
table for the first entry (s,e,pc’,C') where E is a subclass of C' and where the
program counter is in the protected area [s,e). Finally it enters the handler by
setting the program counter to pc’.

1.2 Bytecode Subroutines

Subroutines can be seen as procedures on the bytecode level. If the same sequence
of instructions occurs several times within a bytecode program, the compiler can
place this common code into a subroutine and call it at the desired positions. This
is mainly used for the try/finally construct of Java: the finally code must be
executed on every possible way out of the block protected by try. In contrast to
method calls, subroutines share the frame with their caller and manipulate the
same register set and stack. Two bytecode instructions, namely Jsr b and Ret
z, handle subroutine calls and returns. The Jsr b instruction pushes the return
address (the program counter incremented by 1) onto the stack and branches
control to address pc+b. To return from a subroutine the bytecode language
provides the Ret x instruction. It jumps to the return address stored in the
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instruction stack registers source
0 Load 0 ( [, [Int, Err, Err])
1 LitPush 0 ( [Int], [Int, Err, Err] ) . )
2 Ifempeq +6 ( [Int, Int], [Int, Err, Err] ) int m(int n) {
3 LitPush 25 ( [, [Int, Err, Err]) tr?’ t
4 Store 1 ( [Int], [Int, Err, Err]) if (a==0) {
5 Jsr +6 ( 0, [Int, Int, Err] ) return n;
6 Load 1 ( 0, Int,  Err, RA]) ro
7 Return ( [Err], [Int, Err, RA]) int J=25,;
8 Jsr +8 ( 0, Int,  Err, Err]) return j;
9 Load 0 ( 0, Int,  Err, RA]) iinall .
10 Return ( [Int], [Int, Err, RA]) y
11 Store 2 ( [RA], [Int, IntUErr, Err] )
12 Ret 2 ( [, [Int, Err, RA])

Fig. 2. Bytecode program with a subroutine.

register with index z (z is a number). For example, Fig. 2 shows a subroutine
with its entry point at address 11, its call points at 5 and 8, and its return
points at 6 and 9.

1.3 Bytecode Verification

The purpose of the bytecode verifier is to filter out erroneous and malicious
bytecode programs prior to execution. It guarantees that all instructions receive
their arguments in correct number, order and type. It also guarantees that the
operand stack cannot overflow or underflow and that the program counter pc
never falls off the code range.

These properties are checked by an abstract interpretation, which simulates
code execution by manipulating types instead of values. This abstraction views
a program as a finite state machine working on so called state types. A state type
characterizes a set of runtime states by giving type constraints for the operand
stack and registers. The state type ([Int], [Int, Err, Err]) at address I in Fig. 2
for example, characterizes all runtime states immediately before execution of
the LitPush 0 instruction: every time execution reaches address 0, the stack
must contain a single integer (Int), register 0 must contain an integer, and
the types of the values in registers I and 2 are unknown (Err). We call an
instruction applicable in a state type s if it can be executed safely in all runtime
states characterized by s. We call a typing of a method a welltyping if all
instructions are applicable and if the typing is consistent with execution. A
state type s is consistent in pc if the state type at each successor instruction
correctly characterizes the runtime state after executing the instruction at pc
(started in a runtime state characterized by s). Bytecode verification is the
process of computing welltypings. It is successful if there is a welltyping for each
method in the program. In the example in Fig. 2l bytecode verification was not
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successful, because Return at pc=7 is not applicable (execution might be unsafe;
the method would return a value of unkown type).

Computing consistent typings is nontrivial because instructions may have
multiple predecessors. The state type at 11, for instance, must be consistent
with the execution of both Jsr +6 at 5 and Jsr +3 at 8. The usual solution
is to take the least common supertype (componentwise) of the state types after
executing the instructions at 5 and 8. This is also called merging. Here, it results
in the state type ([RA], [Int, IntUErr, Err]) at pc=11: both instructions put a
return address RA onto the stack, and both agree on register 0 and 2. For
register 1 the instruction at 5 yields Int, while the instruction at 8 yields Err.
The supremum IntUErr is Err. The type system we use for subroutines proposes
a different solution. It recognizes the program in Fig. 2] as safe.

Checking code with subroutines poses the following difficulties:

Successor of Ret. The BV has to compute the successors of instructions in
order to propagate the resulting state types. The successors of Ret  instruc-
tions are hard to determine statically, because return addresses are values
and not accessible on the type level. For example, in Fig. 2 at address 12,
the bytecode verifier has to find out that the values of type RA stored in
register 2 refer to the addresses 6 or 9.

Polymorphism on Registers. Subroutines may have multiple call points
with different types for some registers. We expect that registers not used
inside a subroutine have the same type before and after execution of the
subroutine. In the example in Fig.[2 at address 11, the BV reacts to the type
clash by merging the types Int and Err to their least common super type.
If we merge register types at subroutine entry points, we loose information
about their original types. If we propagate the merged type back to the re-
turn points, some programs are rejected, because they expect the original,
more specific type. For example, bytecode verification fails at pc=7 in Fig. 2
because the instruction there expects the original Int from address 5 in reg-
ister 1. This problem mainly occurs with registers that are not used inside
the subroutine. We call these subroutines polymorphic over unused registers.

Subroutine Boundaries. Subroutines are not syntactically delimited from the
surrounding code. Ordinary jump instructions may be used to terminate a
subroutine. Hence it is difficult to determine which instructions belong to a
subroutine and which do not.

Subroutine Nesting. Subroutines can also be nested; a subroutine may call
a further subroutine, and so on. This contributes to the difficulty of deter-
mining return addresses statically. When we encounter a Ret z instruction,
we have to find out which of the currently active subroutines is returning. It
may be the case that we have a multilevel return, which means a subroutine
does not return to its caller, but to its caller’s caller or further up in the
subroutine call history.

The literature offers various solutions to these problems:
Freund [5] labels programs prior to bytecode verification in order to simulate
subroutine call stacks statically. Using these labels he specifies typing rules sim-
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ilar to, but more general than those of Stata and Abadi [18]. Leroy [10] proposes
a polyvariant analysis which maintains multiple state types per address, ideally
one for each control flow route that reaches this address. This avoids type clashes
at subroutine entry points. In Coglio’s solution [4], state types are not just sin-
gle types, but rather whole sets of what in the other approaches was the state
type. If a program address i is reachable under two different type configurations
(st,lt) and (st’,[t"), he assigns the state type {(st,lt), (st’,lt')}, a set, to i rather
than the single, merged (st Ul st’, 1t Ll It"). Uniting type sets instead of merging
types is more precise: as the original type information is not lost, polymorphism
on registers is not a problem. This is the approach we also use in the Isabelle
formalization below. Wildmoser [T9] eliminates subroutines by expanding their
bodies and proves that this transformation is semantics preserving. Posegga and
Vogt [15] take on bytecode verification from the model checking perspective.
Basin, Friedrich, and Gawkowski [2] use Isabelle/HOL, pJava, and the abstract
BV framework [13] to prove this approach correct. Stérk et al. [I7] use Java and
the JVM for a case study on abstract state machines. They formalize the pro-
cess from compilation of Java programs down to bytecode verification. Barthe
et al. [I] employ the Coq system for proofs about the JVM and bytecode veri-
fication. They formalize the full JavaCard language, but have only a simplified
treatment of subroutines.

2 The pJava VM

This and the following section present our formalization of subroutines for byte-
code verification in Isabelle/HOL. We begin with an overview of the structure
and the operational semantics of the pJVM. In §3l we then develop the bytecode
verifier.

As it is one major point of this article to demonstrate not only how a bytecode
verifier with subroutines can be formalized, but how it can be formalized in a
theorem prover, we will directly use Isabelle/HOL [I4] notation. This mostly
coincides with the notation used in mathematics and functional programming.
We will show some of the basics now and then introduce new notation as we go
along.

HOL distinguishes types and sets: types are part of the meta-language and
of limited expressiveness, whereas sets are part of the object language and very
expressive. Isabelle’s type system is similar to ML’s. There are the basic types
bool, nat, and int, and the polymorphic types a set and « list and a conversion
function set from lists to sets.

List operations may be unfamiliar: the “cons” operator is the infix #, con-
catenation the infix @; head and tail are hd and ¢l. The length of a list is denoted
by size; the i-th element (starting with 0) of list zs is denoted by zs ! 4. Over-
writing the i-th element of a list xs with a new value x is written xs[i := x].

We shall now briefly sketch the operational semantics of the JVM. See [7/9]
for a more in-depth discussion.
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datatype instr = Load nat | Store nat
| LitPush val | New cname | Getfield vname cname
| Ifcmpeq int | Checkcast cname | Putfield vname cname
| Return | Dup | Invoke cname mname (ty list)
| IAdd | Goto int | Throw
| Ret nat | Jsr int

Fig. 3. The pJava instruction set.

Fig. [3 shows the instruction set. Method bodies are lists of such instruc-

tions together with the exception handler table and two integers specifying the
maximum operand stack size and the number of local variables.
The state transition relation s - ¢ is the transitive reflexive closure of one-
step execution. Execution halts if the frame stack is empty or an unhandled
exception has occurred. In all other cases one-step execution is defined by the
function exec-instr.

The parameters of exec-instr are the instruction, heap, stack, registers, class,
signature, and program counter of the top frame, and the rest of the frame stack;
the result is the new state (None indicates that no exception occurred). For Jsr
and Ret the definition is:

exec-instr (Jsr b) hp stk regs Cl sig pc frs =
(None, hp, (RetAddr (pc+1)#stk, regs, Cl, sig, nat ((int pc)+b))#frs)

exec-instr (Ret x) hp stk regs Cl sig pc frs =
(None, hp, (stk, regs, Cl, sig, the-RetAddr (regs ! z)) # frs)

The Jsr instruction puts the return address pc+I1 on the operand stack and
performs a relative jump to the subroutine (nat and int are Isabelle type con-
version functions that convert the HOL type int to nat and vice versa). The
Ret z instruction affects only the program counter. It fetches the return address
from register = and converts it to nat (the destructor the-RetAddr is defined by
the-RetAddr (RetAddr p) = p).

This style of VM is called aggressive, because it does not perform any runtime
type or safety checks. It just assumes that everything is as expected, e.g., for
Ret x that in register z there is indeed a return address. It is the task of the
bytecode verifier to ensure that these assumptions are met at any time.

For proving type safety it is useful to additionally define a defensive VM that
performs safety checks for each instruction. This way it becomes obvious what
exactly the bytecode verifier guarantees.

To indicate type errors in the defensive VM, we introduce the datatype

a type-error = TypeError | Normal «

Similar to the aggressive machine, we build on a function check-instr that per-
forms the safety checks for a single execution step. The definitions for Jsr and
Ret do not contain any surprises. In fact, for Jsr we only need the branch target
to be inside the method:
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check-instr (Jsr b) hp stk regs Cl sig pc mazpe frs =
0 < (int pc)+b A nat(int pc+b) < mazpe

The Ret x instruction requires that the index z is inside the register set, that the
value of the register is indeed a return address, and that this address is inside
the method:

check-instr (Ret x) hp stk regs Cl sig pc maxpc frs =
z < length regs A isRetAddr (regslz) A the-RetAddr (regs!z) < mazpc

One-step execution in the defensive machine directly uses the aggressive ma-
chine. The function check merely unpacks the state s into the parameter form
used by check-instr, exzec does the same for exec-instr.

exec-d TypeError = TypeError
exec-d (Normal s) = if check s then Normal (exec s) else TypeError

P . djvm . . . oL .
The transition relation = is again the reflexive transitive closure of single step
execution.

3 The Bytecode Verifier

Our formalization of the BV consists of an abstract framework for dataflow
analysis together with a concrete type system that instantiates the framework.
In the following, we will concentrate on the type system for subroutines and
we will make explicit the requirements the dataflow analysis places on the type
system to be admissible for bytecode verification. Abstractly, the parameters
of the framework are a semilattice describing types and subtyping and a flow
function describing the effect of instructions at the type level. The result of the
framework is a fully executable BV together with a proof of termination and
adherence to the type system. We discuss the semilattice with its restrictions in
3.1l and the flow function in §8.2. Details on the framework itself can be found
in [9]7].

Since the BV verifies one method at a time, we can view the context of a
method and a program as fixed. The context consists of the following values:

I'  : program the program,

ins ::instr list the instructions of the method,

mas i nat maximum stack size of the method,

mar :: nat size of the register set,

mpc :: nat maximum program counter,

rt oty return type of the method,

et :: ex-table exception handler table of the method,

pc onat program counter of the current instruction.

The context variables are proper parameters of all functions that use them in the
Isabelle formalization. We treat them as global here to spare the reader endless
parameter lists in each definition.
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3.1 Semilattice

The first parameter of the framework is a semilattice: a tuple (4, <,, Uy) of
a carrier set A :: a set (the set of types), a partial order <, :: @« = a = bool
(the subtyping relation), and a supremum function Uy :: @ = o = «a (calculat-
ing least common supertypes). The termination proof of the dataflow analysis
requires <, to satisfy the ascending chain condition. A partial order <, satis-
fies the ascending chain condition on A iff there is no infinitely ascending chain
zo <p 1 <p...in A (a <, b is short for a <, b A a # b). In this section we
shall build up a semilattice suitable for subroutines.

Following the idea of Coglio [4], we use sets as the elements of the semilattice.
The order is the usual subset relation C, and the supremum is union U. The HOL
datatype of basic types in pJava is the following:

datatype prim-ty = Void | Boolean | Integer | RetA nat
ref-ty = NullT | ClassT cname
ty = PrimT prim-ty | RefT ref-ty

The above means that, in pJava, a type ty is either a primitive type or a reference
type. Primitive types can be the usual Void, Boolean, and Integer, but also a
return address RetA pc. As we do not need to merge types, we can lift the value
pc of return addresses into the type system and use it to determine the successors
of Ret instructions. Reference types are the null type (for the Null reference),
and class types. For readability, we use the following abbreviations, implemented
as syntax translations in Isabelle:

translations NT &= RefT NullT Int = PrimT Integer
Class C = RefT (ClassT C) Bool = PrimT Boolean
RA pc = PrimT (RetA pc)

To satisfy the ascending chain condition with C, we need to restrict the
datatype ty to a finite subset:

types = {T | is-type I' T A (isRA T — theRA T < mpc)}

The predicate is-type T holds if T is declared in I', isRA does the obvious,
and theRA (RA pc) is pc.

It remains to lift this set to the operand stack and register set structure of
the BV. The register set is a list of a fixed length mar. Apart from basic types,
it may contain unusable values that we denote by an artificial top element FErr.
We write typest for the extended set of basic types. The operand stack is a list
not of fixed, but of maximum, length mzs. Using list n A for the set of lists over
A with length n we arrive at:

state-types = (|J {list n types| n < mas}) x list mar typest

The carrier set states of the semilattice in the BV is the power set of state-types
extended by another artificial error element:

states = (Pow state-types)T
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The framework [97] provides us with C+ and U+ that extend C and U canoni-
cally by treating Err as top element. Using these, we have shown the following
lemma.

Lemma 1. (states, C1, UT) is a semilattice and Ct satisfies the ascending
chain condition on states.

It was easy (automatic) to convince Isabelle of the semilattice property. The
ascending chain condition for C follows directly from the fact that states is finite.
Since we know that the state types are finite sets, we can replace them by a list
implementation in a real BV. We have done so in the ML code generated from
the Isabelle specification (using [3]); in the formalization we carry on with sets.

3.2 Flow Function

The flow function of the framework describes the effect instructions have on the
type level. It is intuitive to split the definition of this flow function into two
parts: a function app :: nat = state-type = bool which checks the applicability
of the instruction, and eff :: nat = state-type = (nat x state-type) list which
carries out the instruction assuming it is applicable. Going back to the example
of §I.3 (Fig. @), app would check for position I (LitPush 0) that 0 is not an
address and that there is enough space on the stack to push the result; eff would
return [(2,{([Int,Int], [Int,Err,Err])})], which says that the effect of LitPush 0
is pushing one integer onto the stack, and that this result must be propagated
to position 2 in the instruction list. Note that there can be a different effect
for each successor instruction and that the successors can also depend on the
input state type, i.e., the shape of the control flow graph may change during the
analysis. Both degrees of freedom are necessary to model the Ret z instruction.

For the dataflow analysis to be correct, the framework places the following
restrictions on app and eff:

The semilattice carrier A must be closed under eff and the effect eff must
be bounded by mpc:

Vs € states. Vp < mpe. ¥ (q,t) € set (eff p s). ¢ < mpc A t € states
Applicability must be monotone:
Vs € states. Vt € states. Vp < mpc. s Ct — (apppt —> app p )
The effect must be monotone:
Vs € states. Vit € states. Vp < mpc. s Ct Napppt —eff ps <ycyeffpt

where A <y B =V (p,s) € set A. 3t. (p,t) € set BN s <, L.

Note that the monotonicity restriction on eff allows the shape of the control
flow graph to change in the analysis: if we increase the state type s at a position
p, the data flow graph may get more edges (but not less), and the result at each
edge may increase (but not decrease).
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In the following we instantiate app and eff for the instruction set of the
uJVM. Both definitions are again subdivided into one part for normal and one
part for exceptional execution.

We begin with the exception handling part of app. It builds on a function
xcpt-names that determines which of the exceptions that could occur for in-
struction 7 have a handler in the method. It returns a list of the exception class
names mentioned in those handlers. For Getfield for instance it either returns
the one element list [NullPointer], or the empty list if there is no handler for
a NullPointer exception. For the Imvoke instructions all handlers that protect
instruction ¢ have to be reported, because an uncaught exception could be prop-
agated up from the invoked method. Applicability for the exception case then
only requires that these class names are declared in the program:

xept-app + =V C € set (xept-names i pc et). is-class I' C

Remember that pc and et are part of the context defined in the beginning of
g3l The definition of the effect in the exception case uses match-ezx-table C pc et
returning Some handler-pc if there is an exception handler in the table et for
an exception of class C thrown at position pe, and None otherwise. The actual
effect is the same for all instructions: the registers /¢t remain the same; the stack is
cleared, and a reference to the exception object is pushed. The Isabelle notation
f ¢ A is the image of a set A under a function f. This effect occurs for every
exception class C the instruction may possibly throw.

zept-eff i instr = state-type = (nat X state-type) list
zept-eff i s = let t = XC. (A(st,lt). ([Class C], It)) *s;
pc’ = AC. the (match-ez-table C pc et)
i map (AC. (pc’ C, t C)) (zcpt-names i pc et)

This concludes the exception case and we proceed to the applicability of instruc-

tions in the normal case. Here, it suffices to look at the elements of the state
type separately: app’, defined in Fig. @, works on one single stack and register
set; app then lifts this to sets, i.e., complete state types.

In app’, a few new functions occur: typeof :: val = ty option returns None for
addresses, and the type of the value otherwise; field looks up declaration informa-
tion of object fields (defining class and type), while method looks up declaration
information for methods (here only used to determine if and in which class the
method is defined); take and rev are the usual functions on lists known from
functional programming. The subtype ordering =< builds on the direct subclass
relation subcls I' induced by the program I'. It satisfies:

7T
NT < RefT T
Class C < Class D if (C,D) € (subcls I')*

where (C,D) € (subcls I')* means that C is a subclass of D. Note that although
the subtype relation is no longer used as the semilattice order in the BV, it is
still needed to check applicability of instructions.
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app’ i instr x (ty list x ty err list) = bool

app’ (Load idz, (st,lt)) =idz < It A ltlide # Err A size st < mas

app’ (Store idx, (t#st,lt)) = idr < size lt

app’ (LitPush v, (st,lt)) = size st < mzs N typeof v € Some‘{NT, Bool, Int}
app’ (Getfield F C, (t#st,lt)) =is-class I' C N t <X Class C' A

(3t'. field (I',C) F = Some (C, t"))
app’ (Putfield F C,(t1#ta#tst,lt)) = is-class I’ C A

(3t". field (I',C) F = Some (C,t") A

ta < Class C A t1 < t')

app’ (New C, (st,lt)) = is-class I' C A size st < mas
app’ (Checkcast C, t#st,lt)) = is-class I' C A isRefT t

app’ (Dup, (t#st,lt)) = 1+size st < mzs

app’ (IAdd, (t1#taFst,lt)) =t = ta A t1 = PrimT Integer
app’ (Ifcmpeq b, (t1#t2#st,lt)) = (isRefT t1 A isRefT t2) V t1 = to
app’ (Goto b, s) = True

app’ (Return, (t#st,lt)) =t =t

app’ (Throw, (t#st,lt)) = isRefT t

app’ (Jsr b, (st,lt)) = length st < mazxs

app’ (Ret z, (st,lt)) =z <length it A (3r. Hlz=0K (RA r))
app’ (Invoke C mn ps, (st,lt)) = size ps < size st N is-class I' C' N

method (I",C) (mn,ps) # None A
let as = rev (take (size ps) st); t = stlsize ps
int = Class C A as [X] ps

app’ (i,s) = False

Fig. 4. Applicability of instructions.

The definition of app’itself is large, but for most instructions straightforward.
Since they are the focus of this paper, we will look at Jsr and Ret in more detail.
The Jsr b instruction is easy: it puts the return address on the stack, so we have
to make sure that there is enough space for it. The test whether pc’is within the
code boundaries is done once for all instructions in app below. Ret z is equally
simple: the index z must be inside the register set, and the value in register z
must be a return address.

With app’, we can now build the full applicability function app: an instruction
is applicable when it is applicable in the normal and in the exception case for
every element in the state type. To ensure that eff is bounded, we also require
that all successor program counters are in the method:

app :: nat = state-type = bool
app p s = Vtes. zcpt-app (inslp) A app’ (inslp,t) A (¥ (q,t)Eset (eff p 5). g<mpc)

This concludes applicability. It remains to build the normal case for eff and to
combine the two cases into the final effect function. In eff we must calculate the
successor program counters together with new state types. For the non-exception
case, we can define them separately. Fig. Bl shows the successors. Again, most
instructions are as expected. Jsr is a simple, relative jump, the same as Goto.
Ret = is more interesting. It is the only instruction whose successors depend
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suces :: instr = nat = state-type = nat list
suces (Ifempeq b) pc s = [pe+1, nat (int pc + b)]
suces (Goto b) pcs = [nat (int pc + b)]

succs Return pc s =

suces Throw pe s =

succs (Jsr b) pe s = [nat (int pc + b)]
suces (Ret ) pc s = (SOME I. set | = (the-RA z) ‘)
suces i pe s = [pc+1]

Fig. 5. Successor program counters for the non-exception case.

on the current state type s. The function the-RA z (st,lt) extracts the return
address from register z in [t. Since succs returns lists and not sets, we use
Hilbert’s epsilon operator SOMFE to pick any list that converts to this set. The
result of suces (Ret 1) {([],[Int,RA 5]), ([l,(Int,RA 7))}, for example, is [5,7].
Remember that in the implementation we plan to use lists for state types instead
of sets, so this SOMFE will be just the identity function.

As with app we first define an eff ' on single stack and registers sets (Fig. [).
The method expression for Invoke determines the return type of the method in
question.

eﬁ’ canstr = ty list X ty err list = ty list X ty err list
Load idzx) (st, lt) = (ok-val (It'idz)#st, It)

£ (
eﬁ” (Store idz) (t#st, It) = (st, lt[idz:= OK t])
eff ' (LitPush v) (st, It) the (typeof v)#st, It)
eff' (Getfield F C) (t#st, It) = (snd (the (field (I,C) F))#st,lt)
eff " (Putfield F C) (st, It) (¢l st),lt)
eff" (New C) (st,lt) = (Class C # st,lt)

eff" Dup (t#st,lt) t#t#st,lt)
eff ' IAdd (t1#ta#st,lt) PrimT Integer# st,lt)
eﬁ‘ (Ifcmpeq b) (st,lt) = (8l (¢l st),lt)

(
= (
(
E
eff ' (Checkcast C) (t#st,lt) = (Class C # st,lt)
(
= (
(t
(
l

' (Goto b) s =s
eﬁ’ (Jsr t) (st,lt) = (RA (pc+1)#st,lt)
eff' (Ret x) s =s
eff " (Invoke C mn ps) (st,lt) = let st’ = drop (1+size ps) st;

(o,rt, -, -, =) = the (method (I',C) (mn,ps))
n (rt#st’, It)

Fig. 6. Effect of instructions on the state type.

While eff ' saves the Ret instruction for later (by just returning s), the effect
of Jsr b is defined there: we put pc+1 as the return address on top of the
stack. Again remember that eff ' is defined in the context we have set up in the
beginning of g3, so pc is the program counter of the current instruction. If it was
not for Ret, we could apply eff’ to every element of the state type and be done.
For all other instructions we do just that, for Ret = there is special treatment:
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if we return from a subroutine to a return position pc’, only those elements
of the state type may be propagated that can return to this position pc’—the
rest originates from different calls to the subroutine. These are the elements of
the state type that contain the return address pc’ in register z. We use theldz,
satisfying theldz (Ret z) = z, to extract the register index from the instruction
and isRet i to test whether ¢ is a Ret instruction.

norm-eff :: instr = nat = state-type = state-type
norm-eff i pc’ s =
if isRet i then {s'| s'€s A the-RA (theldz i) s’ = pc'} else (eff " i) ‘s

For s = {([},[Int,RA 5]), ([],(Int,RA 7))}, the result of norm-eff (Ret 1) 5 s is
{([},[Int,RA 5])} and for norm-eff (Ret 1) 7 s it is {([],[Int,RA 7])}.

This is the effect of instructions in the non-exception case. If we apply it to
every successor instruction pc’ returned by succs and append the effect for the
exception case, we arrive at the final effect function eff.

eff :: nat = state-type = (nat x state-type) list
eff p s = (map (Apc’. (pc’;norm-eff i pc’ s)) (succs i p s)) @Q (zept-eff i s)

If at p, s has for example the value used above, the result of eff p s is

[(5, {([,[Int,RA 5)}), (7, {([l,(Int,RA 7))})].
We have shown the following lemma.

Lemma 2. The functions app and eff are monotone, eff is bounded by mpc,
and states is closed under eff.

The proof that eff is bounded is easy, since app explicitly checks this con-
dition. For monotonicity we do not even need to look at single instructions to
see that the state type set returned by eff cannot decrease when we increase
eff’s argument, and the number of successors, too, can only increase for larger
state types. Preservation of the carrier set is a large case distinction over the
instruction set, but Isabelle handles most cases automatically.

3.3 Instantiating the Framework

For any given semilattice and flow function, the framework yields a characteri-
zation of welltypings. In our case this is the following.

wt-app-eff © =V p<size p. app p (p'p) A (V (g, t)e€set(eff p (¢!p)). t € ©lq)

This is very natural: every instruction is applicable in its start state, and the
effect is compatible with the state expected by all successor instructions.

With Lemmas [I] and B] the framework also provides an executable function
kildall :: state-type list = state-type list (implementing Kildall’s algorithm) that
is a bytecode verifier in the following sense:

Theorem 1. The algorithm terminates for any start value g in the carrier set
with a result ¢ = kildall po. Moreover, if ¥ p < mpc. plp # T, then wt-app-eff ¢
holds true.
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To turn kildall into a type checker that accepts or rejects programs, we need
to supply a start state type to the algorithm. The JVM specification tells us
what the first state type (at method invocation) looks like: the stack is empty,
the first register contains the this pointer (of type Class C'), the next registers
contain the parameters of the method, and the rest of the registers is reserved
for local variables (which do not have a value yet). In the definition of S we
use ps, the list of parameter types of the method, and mzl, the number of local
variables (related to mar by mar = 1+size ps+mal). The state types of the
other instructions are initialized with the empty set, the bottom element of the
ordering.

So = ([],Class C#(map (OK o Init) ps)Q(replicate mzl Err))
vo = (OK {So})#(replicate (size ins—1) (OK {}))

With this, the function wt-kil defines the notion of a method being welltyped
w.r.t. Kildall’s algorithm.

wi-kil = 0 < size ins A (Vn < size ins. (kildall po)ln # T)

Apart from the call to kildall, the function wi-kil contains the condition of the
JVM specification that the instruction list must not be empty.

3.4 Type Safety

If we write wt-progy, for wi-kil lifted to programs, the type safety theorem is the
following: if the bytecode verifier succeeds and we start the program I in its
canonical start state, the defensive uJVM will never return a type error.

Theorem 2. If Cis a class in I' with a main method, then
wt-prog, I' A (start T' C) =53 7 = 1 # TypeError

The proof of this theorem goes by way of an invariant argument that we do
not show here formally. It builds on the idea that the runtime states conform to
their predicted type in the sense that each stack and register value is of a subtype
of the statically predicted one. In this type system, the statically predicted type
is a set of types. Conformance here means that the value conforms to one of the
elements of the set. The proof of the invariant lemma is then by induction over
the length of the execution, and by case distinction over the instruction set. For
each instruction, we pick an element s of the static type set, and we conclude
from the conformance of the dynamic state together with the app part of the
BV that all assumptions of the operational semantics are met (e.g. non-empty
stack). Then we execute the instruction and observe that the new state conforms
to t = eff pc s.

With the additional facts that the start state conforms to @ if the program has
a main method (otherwise the start state is not defined) and that the defensive
machine does not produce a type error in conformant states, we can conclude
Theorem [Z} there will be no type errors in welltyped programs.
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4 Conclusion

We have instantiated our previous formalization of an abstract verified data
flow analysis with a type system that supports classes, subroutines, and excep-
tion handling. The bytecode verifier we have specified is fully executable (as a
standalone program) and we have proved in Isabelle/HOL that it is correct.

Our formalization of pJava consists of about 17,000 lines of Isabelle code. This
includes all specifications and proofs we mentioned in this article and additionally
the source language, a lightweight bytecode verifier, object initialization, and
arrays, which we have not shown here.

The type system we use is based on [4]; our formalization is more than a
version of 4] in Isabelle/HOL, though: we have shown that the idea scales up
to a realistic model of the JVM ([4] did not even have classes). Moreover, using
Isabelle has forced us to make explicit the conditions under which type systems
are admissible for the data flow analysis of the BV: a generalized notion of
monotonicity and the ascending chain condition. These concepts are missing in
pen and paper formalizations, or they remain at least implicit.

In theory, the sets we use as state types in the data flow analysis could
become very large (up to the full set of all possible types). In practice, this is
not the case. Even for contrived examples in our tests most sets were singletons;
the maximum size was 4. Leroy [L1] proposes an optimization of the type system
(using widening steps) that effectively reduces all sets to singletons, and the type
system to standard bytecode verification, when no subroutines are present. Our
formalization can serve as a basis for the correctness of this optimization. There
exists an industrial implementation (by Trusted Logic S.A., France) of this type
system, time and space efficient, for use on embedded devices.

The type system presented here is directly applicable to lightweight bytecode
verification [8T6], eliminating the need to expand subroutines prior to verifica-
tion on embedded devices; [7] contains more details on this aspect.

After about 5 years of research (starting with [18]), we can finally conclude
that, for bytecode verification, subroutines are not a problem anymore.

Acknowledgments. We thank Norbert Schirmer and Martin Strecker for com-
menting on and improving drafts of this paper.
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Abstract. I describe the implementation of two complete decision procedures
for integer Presburger arithmetic in the HOL theorem-proving system. The first
procedure is Cooper’s algorithm, the second, the Omega Test. Between them, the
algorithms illustrate three different implementation techniques in a fully expansive
system.

1 Introduction

Integer decision procedures are vital parts of interactive theorem-proving systems.
Whether embedded in simplification routines and running automatically, or explicitly
invoked by the user, they remove a great deal of tedium from the task of proving goals.
Modern interactive systems, including ACL2 [[10], Coq [1], HOL [4/11]], Isabelle [[13],
Nuprl [8]] and PVS [[12], all implement such decision procedures.

There are essentially three procedures implemented in the systems mentioned above:
Fourier-Motzkin variable elimination (in HOL, Isabelle and Cocﬂ), SUP-INF [15] (in
Nuprl) and Shostak’s loop-residue algorithm [[16] (in PVS). In this paper, I describe
two other algorithms. The Omega Test [[14] is an extension of Fourier-Motzkin variable
elimination, which makes it complete over Z. The second procedure is Cooper’s algo-
rithm [3]], which is unlike the other algorithms in not requiring formulas to be in DNF
before it eliminates a quantifier.

Both of the algorithms I describe differ in scope from the others mentioned: they are
both complete over the domains covered by the others (universal Presburger arithmetic),
and also complete over the wider language of Presburger formulas with any alternation
of quantifiers. I will henceforth take Presburger formulas to be those generated by the
grammar given in Fig. [[l and which are also closed: all occurrences of variables are
bound by a universal or existential quantifier.

The task of the decision procedure is to prove a closed Presburger formula either
valid or invalid. If a formula has existential quantifiers outermost and is proved valid,
then it may be useful to have the procedure also return a satisfying assignment for
the existential variables. Conversely, formulas that are universal at the outermost level,
and which are proved invalid might prompt the return of a falsifying assignment. Both

* This work was done while supported by the Michael and Morven Heller Research Fellowship
at St. Catharine’s College, Cambridge.

! Coq implements just the first phase of the Omega Test (real shadow elimination), which is
Fourier-Motzkin variable elimination.

D. Basin and B. Wolff (Eds.): TPHOLs 2003, LNCS 2758, pp. 7186 2003.
(© Springer-Verlag Berlin Heidelberg 2003
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Sformula : := formula A formula | formula\ formula |
—formula | Jvar.formula | Vvar.formula |
numeral | term | term relop term
term ::=numeral | term+term | —term | numeral x term | var
relop =< | < | =1 > 1| >
var =z |y | oz...
numeral ::=0 | 1 | 2...

Fig. 1. Grammar defining Presburger formulas. Write c|e to mean that ¢, necessarily a numeral,
divides e exactly, or without remainder

algorithms proceed by quantifier elimination, eventually reducing the input formula to
an equivalent formula without quantifiers.

This paper is arranged as follows: in Section 2], I describe Cooper’s algorithm, in-
cluding a proof of correctness. In Section B] T describe the Omega Test, again proving
correctness. In Section[d}, T describe the techniques that I used to implement these proce-
dures (proofs) within HOL. In the same section, I also briefly compare the two algorithms’
performance. In Section[3], I describe extensions to the basic procedures that make them
considerably more helpful in the interactive setting.

2 Cooper’sAlgorithm

The first step in Cooper’s algorithm is to normalise the input formula. Negations are
pushed inwards, so that they are only found around “divides” and equality leaves, and in
front of existential quantifiers. The relations <, > and > are rewritten to forms involving
<, and universal quantifiers are eliminated by transforming Vz P(z) into =3z. =P (x).
Note that neither normalisation to DNF nor to CNF occurs. The formula’s terms are
also normalised, with multiplications distributed over additions, coefficients gathered
and other obvious normalisations applied.

The algorithm then arbitrarily picks an innermost (existential) quantifier to eliminate.
This quantifier has scope over a formula whose tree structure has conjunctions and
disjunctions at its internal nodes. The leaves of this sub-formula are now transformed
to equivalent forms, where the quantifier’s bound variable is isolated and has a positive
coefficient. If a leaf involves the bound variable (z, say) at all, it is transformed to one
of the six following forms:

cx <e cr=e cldx +e
e < cx —(cx =e) —(cldx + e)

ey

where ¢ and d are positive integer numerals, and e is an arbitrary term not including =z,
but possibly involving other variables.

The algorithm next finds the least common multiple (I say) of all of x’s coefficients.
Every leaf formula is then multiplied through by an appropriate constant so that every
leaf has an occurrence of [z. The formula can then be transformed by appeal to the
theorem

Jz. P(lz) = Jz. P(z) Al|x

ensuring that every occurrence of x implicitly has coefficient one.
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The final phase now depends on the generation of two sets of expressions, A and B,
based on the leaf expressions in the formula. Table[d] specifies how each leaf generates
possible members for each set. For example, a leaf of the form x < e puts e into the
A-set, and does not affect the B-set. Leaves involving the divisibility relation, or which
do not include the variable z, do not generate members for either set.

Leaf form A-set B-set

x<e e

e<x e
r=e e+le+"1
“(x=e€) e e

Table 1. Generation of A and B sets

The algorithm creates two variants on the predicate P underneath the quantifier,
P_, and P, ... These new predicates can be understood as versions of the original
where the parameter « has been made arbitrarily small (negative) or arbitrarily large,
respectively. Therefore, all leaves with x free and which involve < and = are replaced
with either true or false. For example, if x is made arbitrarily small, then x < e will
be true, e < x will be false, z = e will be false, and —(x = e) will be true. Leaves
involving divisibility will be unchanged. Finally, let 4 be the least common multiple of
all the ¢ occurring in leaves of the form c|z + e and —(c|z + e).

The algorithm then eliminates the existential quantifier by using one of the two
equivalences given in the following theorem. In order to reduce the amount of blow-up
in term size, the first equivalence is chosen if the B-set is smaller than the A-set, and the
second otherwise. If the sizes of the sets are equal, the set which has fewer occurrences
of free variables is chosen.

Theorem 1 (Cooper, 1972). Let P(x) be a formula constructed of conjunctions and
disjunctions of integer relations. Those relations involving x are of the form x < e,
e<z,x=exF#e cl/(x+e)or(c(x+e)). Then,

5 s
dv. P(z) = \/P—oo(j) \ \/ \/ P(b+j)

j=1beB
and

é S
Jx. P(z) = \/P+oo(j) \ \/ P(a+ "j)
j=1 j=la€cA

These equivalences are the heart of Cooper’s algorithm. They are sufficiently similar that
I will describe the proof of just the first. The equivalence is of the form L = D; V Do,
so I prove it by showing Dy = L, Dy = L,and L A =Dy = Ds:

— The first obligation requires a proof of

6
\/P_Oo(j) = 3z P(z)
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This result relies on two further lemmas. The first,
Jy.Ve.z <y = (P(z) = P_x(2)) (2)

states that P and P_, coincide once their arguments are small enough. There is a
witness for y; the minimum of all the expressions that occur on the other side of a
< or an = from the bound variable in the original formula.

The second lemma is

VaVe. P_oo(x) = P_oo(z + ¢0) 3)

which states that the truth value of P_ ., is unaffected by the addition of any number
of multiples of §. Recall that the only leaves in P_, involving the bound variable x
x4 eor —(c|z +e). As 4 is the [.c.m. of all the ¢’s in the formula,
the truth of these leaves will be unaffected by the addition of multiples of § to x.
The proof of the overall result follows because, from the existence of a witness
satisfying P_ ., one can produce another, smaller than the y of (2), and thereby find
a witness satisfying PR

— The second obligation is

5
\/\/ (b+j) = Tz P(x)
j=1beB

This implication follows immediately because the antecedent provides a witness
that satisfies P.

— Finally, the most complicated case is

6
(3z. P(x \/\/Pb+y) = \/ P(y) (4)
j=1

j=1beB

It is sufficient to prove that

\/\/ (b+7) | = Va. P(x) = P(x —9)

j=1beB

This is sufficient because the assumption Jx. P(z) from @) provides a witness
for which P is true. The new result then provides an infinite sequence of smaller
witnesses, each ¢ smaller than the previous. In particular, there will be one that will
be smaller than the y below which P(z) = P_..(z) (see (2) above). Then, because
Va . P_o(x) = P_oo(z+¢d) (see (), there will be another witness for P_, that
will be between 1 and ¢ H as required.

% This is using another theorem about Z, that Vd. d # 0 = Yz y. 3e.y + cd < .

3 Using another lemma about Z: Vd.0 < d = Vz.3c.0 < x + c¢d < d.
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My proof is actually of the stronger statement

5
VP Q) A/ /\ ~Qb+j)APx) = P(z—5) (5)

j=1beB

so that an induction on the structure of P is possible. The result needed is obtained
by picking () to be P in the above.

There are two inductive steps to the proof, one for formulas constructed by conjunc-
tion and one for disjunction. Both are straight-forward: if (&) holds for P, and P,
then it holds for Az. Py () A Po(z) as well as for Az. Py(z) V Pa(x).

There are seven leaf cases to consider, one for each of the forms in (IJ) and one for
the case when the formula P does not mention x at all. The latter is trivially true.
The other cases are as follows:

e r<e=z—46<e
Follows immediately (0 > 0 as it is the |.c.m. of positive arguments).

ee<r=>e<xr—9
Seeking a contradiction, assume —(e < x — §), i.e., x < e + . So, for some
j € 1.5,z = e+ j. The top-level assumption in (@) is Q(z), so Q(e + j). But
e is also part of the formula’s B-set, so, by assumption, /\;’L1 -Q(e+ 7).

e (zx=e¢)=(z—0d=¢)
e + ~1is in the B-set, so derive a contradiction by noting that both Q(e), and
Nj—1 ~Q((e + 1) + ) (pick j = 1),

e 7(z=¢)=(z—0=c¢)
Assume the opposite, so that x = e + ¢. Thus Q(e + §). But e is in the B-set,
so =Q(e + ¢) (picking j = §), another contradiction.

e c|r+e = c|x—d+e. By construction of 4, ¢|d, so the result follows immediately.
Similarly for the =(c|x + e) case.

d

3 TheOmega Test

The heart of the Omega Test operates on formulas of the form
Jx. Cy ANCaN...ANCy,

where each C; is of the form t; < ¢ and involves x. The procedure’s initial normali-
sation must therefore convert input formulas to disjunctive normal form, move boolean
negations and existential quantifiers inward and eliminate universal quantifiers. The <,
> and > relations are easily converted to < formulas. Sub-formulas = # y are converted
tox+ 1<y V y+1 <z The test’s treatment of equality and divisibility relations is
slightly more involved (see [l14] for details), but is straightforward to implement.
Given a normalised formula (as above) sort the C; into two sets, the lower bounds
that are of the form a < ax with « positive, and the upper bounds that are of the form
Bx < b. If either set is empty, then immediately return true. Otherwise, if all of the
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coefficients of x in either set are equal to one (i.e., if all of the a; are one, or all of the
0B; are one), what Pugh refers to as exact shadow elimination can be performed. The
original formula is equivalent to

/\aiﬁj < aib; (6)
4,3
where i indexes lower bound constraints, and j the upper bounds. The formula (@) is

also known as the real shadow because the equivalence is true, regardless of coefficients,
when variables range over R. The exact shadow result relies on the simpler equivalence

(Fz.a<ax APz <b)=af < ab

when one of « or 3 is 1. The implication from left to right is easy to see. From right
to left, with o = 1, take x to be a; with 8 = 1, take x to be b. This result extends to
the cross-product of many upper and lower bounds by two successive inductions on the
respective sets.

If an exact shadow elimination is not possible, the relevant theorem for quantifier
elimination is considerably more complicated.

Theorem 2 (Pugh, 1992). Let L(x) be a conjunction of lower bounds on x, indexed by
i, of the form a; < «;x, with «; positive. Similarly, let U(x) be a set of upper bounds
on x, indexed by j, of the form 3;x < b;, with 3; positive. Let m be the maximum of all
the Bjs. Then

(Fz. L(2) NU(2)) = (Nij(ai = 1)(B; — 1) < aibj — aif3;)

\Y
ma;—a;—m

V:Vieo ™ J Jz. (ajz = a; + k) A L(z) ANU(x)

Following Pugh, the first disjunct of the RHS above is called the dark shadow, and
the other disjuncts are called splinters. Note that as stated, each splinter has as many
quantifiers as before. Nonetheless, the extra equality constraint means that the variable
and its quantifier can be eliminated by the normalisation techniques already mentioned,
so the theorem does represent a quantifier elimination result. This theorem reduces to
exact shadow elimination if all of the «; or all the j3; are equal to 1.

The theorem is of the form LHS = Dy V Do, with Dy the dark shadow and D5 the
splinters. I prove the result by proving D1 = LHS, Dy = LHS and LHS A—~D1 = Da:

_ /\i,j(ai — 1)([% — 1) < Otibj — a,ﬂj = dz. L(x) A U(I)
Show the result for one pair of upper and lower bound. L.e., that

(a—1DF-1<ab—af = Fr.a<axrAfBx<b

Two inductions, on the set of lower bounds and then the upper bounds, give the
complete result.
To prove the base case, assume the opposite. Then

—Jdz. af < afzxr < ab
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Le., there is no multiple of a3 between a3 and ab. The other assumption implies
af3 < abas a and [ are both positive and non-zero. Take ¢ to be the greatest multiple
of a3 less then a3. Then

afi<af < ab<af(i+1)

Because 0 < a3(i+1)—ab,conclude 1 < B(i+1)—b,andthus < a5(i+1)—ab.
Similarly, 5 < a8 —afi. Infera+ 3 < aff+aff — ab, or (re-arranging), ab—af <
af —a—0 + 1, which contradicts the first assumption.

-V, \/,E0 JElx( =a; +k)ANLx)ANU(z) = 3Fz. Lx)ANU(z)
Trivial, as each splinter disjunct on the left provides an x that will satisfy the weaker
requirement on the right.

=@z L(x) AU () A=(A; j(ai = 165 = 1) < aubj — aifj) =

ViVico © V3o (asz = g+ K) A L(@) AU)
Let x be the witness to the first assumption. The second assumption means that there
exist o, 3, a and b such that

ab—af<af—-p—a @)

These values occur in constraints from L and U, so Sz < band a < ax. Multiplying
the former through by « gives a8z < ab, so in conjunction with (@)

afz <aftaB-B-a
= fBlar —a)<af—-0F—«
=ar—a SL%J

All of the 3 coefficients are < m, so

=

There is now enough information to pick the appropriate disjunct from the RHS.
The «; is « and k is ax — a.

O

Even when exact shadow elimination is not possible, it is still worth checking the real
shadow of a formula if all of its variables are bound by existential quantifiers. The latter
condition means that performing all of the real shadow eliminations will result in a
ground formula. If this formula is false, then so too is the original formula. Thus [14]
describes the algorithm for the purely existential case in three stages:

1. Check the real shadow. If it is unsatisfiable, so is the original. If it is satisfiable and
the shadow is exact, then the original formula is satisfiable.

2. Check the dark shadow. If it is satisfiable, so is the original.

3. Check the splinters.
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4 |mplementationsin HOL

HOL is a theorem-proving system in the tradition of LCF [5]]. Theorems are implemented
as an abstract data type in the language SML, exploiting that language’s strong typing
system, which guarantees that a type’s abstraction barrier can not be subverted. The
implementation of the type of theorems provides functions, known as the primitive rules
of inference, for manipulating and creating theorem values. Strong typing then ensures
that all such values must ultimately be constructed using just these rules. Rich suites of
tools for proving theorems are built on top of this logical kernel, but all proofs are fully
expanded to sequences of primitive inferences. No tool or derived rule has the ability to
simply assert a theorem; proofs must be providedH

The implementations of Cooper’s algorithm and the Omega Test in HOL illustrate
three different techniques for realising decision procedures in a fully expansive setting.
Before examining each technique’s use in the implementation of the two decision pro-
cedures, I will describe each in general terms, as well as giving examples of their use in
other applications.

Theorem instancere-proof: This, the simplest but also most naive technique, plays

out the central proof of a decision procedure’s core theorem(s) for every problem
instance. This approach is used by the implementation of Cooper’s algorithm.
For a contrived example, consider a proof procedure to turn a theorem of the form
F P = @ = R into a theorem of the form - P A Q = R. The ML code
implementing this transformation would involve calls to the inference rules given
as labels in this inference tree:

ASSUME i Q ~ R UNDISCH
———————— ASSUME PrQEPAQ CONJ1 PrR=R UNDISCH
PAQFPAQ PAQFP PQFR
m CONJ2 PA Q7Q FR PROVE_HYP
PA Q FR PROVE_HYP
FPAQ= R DI

This procedure will run in constant time in terms of number of primitive inferences
(nine in this case), but is clearly awkward and inefficient. It is as well that all proof
programming in HOL doesn’t have to drop to this level. The pro forma theorem
approach described below is much more appropriate here: prove the equivalence

F(P=Q=R)=(PANQ=R)

once and then instantiate this theorem as and when necessary.

Theorem instance re-proof is not always so obviously inappropriate. It is particularly
useful when it is impossible or difficult to express the generalised theorem in HOL’s
logic. For example, in a suitable logic about polytypic functions, the following might
be true

map f o map g = map(f o g)

* HOL does not have actual “proof objects”. At most, a proof can be regarded a sequence of calls
to the kernel’s API; only the theorem it creates has any lasting existence.
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where map was a polytypic function that mapped functions over the values in
appropriate container types, without disturbing the structure of the container. HOL’s
logic can not give a type to or define such a map. Nevertheless, given suitable
definitions of the types and their map functions, it is not difficult to write a proof
procedure that automatically proves the instances (over lists and trees, for example)
of the more general “theorem”.

Using pro formatheorems: As has already been suggested, this approach involves
proving suitably general theorems embodying the core of the decision procedure
(often direct equivalences between formulas). These theorems can then be instanti-
ated with specific problems, quickly implementing one or more steps of the decision
procedure. The “symbolic” implementation of the Omega Test (described below)
uses this technique.

One problem with this technique arises when the theorem in question relates its
LHS to some new formula on the right that is a function of the actual form of the
LHS. Theorems [l and Rldemonstrate this problem: Cooper’s theorem requires the
construction of the new P_, and P, ., formulas; Pugh’s theorem requires the gen-
eration of the pair-wise product of a formula’s upper and lower-bound constraints.
The example of the propositional rewrite above (P = Q = R) = (PAQ = R))
doesn’t have this problem because the equivalence doesn’t require any action on the
formulas instantiated for P, @ and R.
If, for example, P is a predicate on Z, with HOL type int -> bool, itis difficult to
directly define a function to calculate P_OOE] Instead, Harrison’s “shadow syntax”
approach can be used [6]]: a concrete type is used to implement a syntax for the
formula, and an interpretation function relates this new syntax back to the original
domain. Thus, in his implementation of Kreisel and Krivine’s quantifier elimination
algorithm for the elementary first order theory of R, Harrison uses a constant poly
with defining equation

poly x [1 =0

poly x (h::t) =h + x * poly x t
In this way, a polynomial on variable x can be reduced to poly x followed by a
list of the coefficients of the powers of x. Similarly, conjunctions and disjunctions
of relations on polynomials are represented as lists of polynomials, interpreted by
appropriate functions. Harrison proves the theorems that form the basis for the algo-
rithm, with those theorems’ manipulations of the syntax of the formulas represented
by manipulations of the various lists that make up the shadow syntax.
One further advantage of the use of pro forma theorems is that they can provide an
elegant packaging of an algorithm’s fundamentals as data (the theorems themselves),
rather than as the code necessary in the re-proof technique above.

External proof discovery: This technique is appropriate in applications where a deci-
sion procedure does most of its work finding a proof, and where the proof itself,
however construed, is relatively small. The core idea is to do proof discovery outside

3 One issue is that the size of the domain is uncountable, but the desired function only operates
over the countable subset corresponding to syntactically expressible formulas.

® A note on HOL syntax: [] is the empty list; h: : t is the list consisting of element h “cons”-ed
onto the list t.
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of the logical kernel, so that the kernel’s general-purpose machinery can be replaced
with special-purpose code tuned to the particular application. It is only when the
proof is found that the kernel becomes involved; it executes the proof itself and
confirms that the special-purpose code was correct]]

This technique is clearly applicable in deciding first order logic. There, proofs are
typically very short in comparison to the work done in exploring all of the possible
paths to a negated goal’s refutation. This approach is exemplified by Hurd’s linking
of HOL to the Gandalf resolution prover [7]. There the external tool is external not
just to the logical kernel, but to HOL itself. On proving a goal, Gandalf provides
a log of the successful resolution and modulation steps required, and Hurd’s HOL
code then interprets this proof-log “back into” the logical kernel.

Another example of the technique is Boulton’s implementation of his procedure for
universal Presburger arithmetic on N [2]. On this domain, Fourier-Motzkin variable
elimination can be seen as a refutation procedure. Boulton translates the negated
goal into a special data structure representing the set of known constraints. When
new consequences are inferred, each is accompanied by a closure that, when run,
would prove that consequence@ If false is inferred, then just those inferences leading
to that conclusion need to be replayed in the logical kernel. This implementation
inspired the “no alternating quantifiers” part of the Omega Test.

4.1 Implementing Cooper’sAlgorithm

The implementation of Cooper’s algorithm uses the theorem instance re-proof technique.
Though it uses some pre-proved theorems (the various lemmas about Z mentioned in
the course of the proof, for example), the bulk of the proof is replayed for every proof
instance. The calculation of the RHS of Theorem [ particularly the predicate P_ .
(or P, depending on the choice of equivalence), can be done extra-logically, but the
required properties of the new formulas on the right must still be proved.

Although the presented proof involves an induction over the structure of the general
formula P, the implementation only ever proves a concrete instance (P is given as an
input), so there is no induction. Instead, the procedure for proving the instance is written
recursively. The procedure starts with the theorem P(z) F P(x). If the conclusion is
of the form P; (z) A Pa(x), the procedure makes recursive calls on P(z) - P;(x) and
P(z) F Py(z) to prove P(z) F Py (z — ¢) and P(x) - Pa(x — 0) (assuming the B-set
is being used). It is easy to then combine these theorems to generate

P(z)F Pi(z — 6) A Po(xz —9)

Disjunctions are handled similarly. At the top-level the required implication is generated
by discharging the assumption. The use of P(z) as an unchanging assumption throughout
the recursion models the use of the predicate () in the earlier proof of Theorem [l

I also implemented a version of the algorithm using a pro forma theorem. This
required the proof in HOL of the general statement of the theorem. The shadow syntax
was defined in the logic as a free algebra, with constructors such as Conjn, Disjn and

7 This technique can also be seen as certificate checking; see [0, §6] for an extended discussion.
8 The use of closures in this case is a specific instance of Boulton’s general idea of lazy theorems.
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xLT. This type provided concrete syntax for predicates over integers. The function for
evaluating shadow syntax was eval_form, taking a formula in this concrete form and a
value to evaluate with respect to it. Thus, eval_form can be seen as an implementation
of the action of applying a predicate to an argument. Its definition was

eval_form (Conjn f1 £2) x = eval_form f1 x A eval_form f2 x
eval_form (Disjn f1 f2) x = eval_form f1 x V eval_form f2 x
eval_form (Negn f) x = —eval_form f x

eval_form (UnrelatedBool b) x = b

eval_form (xLT i) x = x < i

eval_form (LTx i) x = i < x

eval_form (xEQ i) x (x = 1)

eval_form (xDivided il i2) x = il int_divides x + i2

The final theorem proved in HOL was of the form
(side conditions) = ((3x. eval_form f x) = ...)

This “shadow syntax” implementation of the core part of the algorithm, coded as a
complete replacement for the theorem instance re-proof component, performed slightly
worse than the original (though only on a small regression test-suite, see below). With
the pro forma approach, the final step of instantiating the core theorem is constant
time, but this must be preceded by an O(n) translation of the formula into its shadow
syntax, and a similar translation back out afterwards. Both approaches should thus have
the same asymptotic complexity, and determining which to use in practice requires
experimentation.

The HOL implementation also includes most of Cooper’s other suggested im-
provements to his algorithm, including those designed to prevent or ameliorate the
“J-expansion”. Though it seems impossible to prevent the introduction of new disjunc-
tions over elements of the A or B-sets, one can delay having to expand the disjunctions
over the j € 1...¢ until all of the quantifiers have been eliminated. If the final formula
then includes divisibility constraints on the variables 7, then the range of these constraints
can be reduced, resulting in fewer disjuncts to check.

4.2 Implementing the Omega Test

The implementation of the Omega Test consists of two loosely coupled components.
One uses external proof discovery, and finds refutations or satisfying assignments for
existential goals. The other, “symbolic” sub-system uses pro forma theorems to perform
quantifier elimination on formulas with alternating quantifiers, and also on existential
formulas that produce “splinters”.

After an input formula is normalised, it is passed to the appropriate sub-system. Both
can result in the other being called. If an existential goal is not exact, is not refuted by its
real shadow, and has no satisfying assignment found in its dark shadow, then it is passed
to the symbolic sub-system, which will eliminate one quantifier. When the symbolic
sub-system eliminates a quantifier, the resulting formula may be purely universal or
existential. If so, it is passed to the external proof discovery sub-system.
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The external proof discovery sub-system is inspired by Boulton’s existing code for
Nin HOL. There are two interesting differences between that implementation and mine.
Where his code uses closures to represent possible proofs, I use an explicit, concrete ML
data structure. Its